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QUESTION 1 
Which type of threat occur when an attacker can send hostile data to an interpreter within an application? 

A. Cross-site scripting
B. Sensitive data exposure
C. Broken authentication
D. Injection

Answer: D 

Explanation:  
Reference: https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_A1-Injection 

QUESTION 2 
Refer to the exhibit. 

What is the effect of this Ansible playbook on an IOS router? 

A. A new running configuration is pushed to the IOS router.
B. The current running configuration of the IOS router is backed up.
C. The start-up configuration of the IOS router is copied to a local folder.
D. A new start-up configuration is copied to the IOS router.

Answer: B certexam.org



Explanation:  

QUESTION 3 
Which two statement describe the role of an artifact repository in a CI/CD pipeline? (Choose two.) 

A. An artifact repository allows to compare and merge changes in the source code of files involved in a build process.
B. An artifact repository is needed only for CI/CD pipeline executed on a public cloud infrastructure.
C. An artifact repository provides traceability, search, and management of binary files.
D. An artifact repository is needed only for managing open source software.
E. An artifact repository stores files needed and generated during the build process.

Answer: CE 

Explanation:  

QUESTION 4 
DRAG DROP 
Drag and drop the network component names from the left onto the correct descriptions on the 
right. Not all options are used. 

Answer:  

Explanation:  
1 - A, 2 - B, 3 - D, 4 - C 
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QUESTION 5 
What is the purpose of the Cisco VIRL software tool? 

A. To verify configurations against compliance standards
B. To simulate and model networks
C. To automate API workflows
D. To test performance of an application

Answer: B 

Explanation:  
Reference: https://www.speaknetworks.com/cisco-virl-better-gns3/ 

QUESTION 6 
Which detail is included in a routing table? 

A. IP protocol
B. Broadcast address
C. TCP or UDP port number
D. Destination next hop or outgoing interface

Answer: D 

Explanation:  
Reference: https://geek-university.com/ccna/routing-table-explained/ 
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QUESTION 7 
Fill in the blanks to complete the python script to retrieve a list of network devices using the Cisco 
DNA center API. 

Answer: "GET"?, 
headers, payload 

Explanation:  
Solution as below. 

QUESTION 8 
Which statement about authentication a RESTCONF API session with a router that runs Cisco IOS XE 
software is true? 

A. OAuth must be used.
B. A token must be retrieved and the associated string must be embedded in the X-Auth-Token
header.
C. Basic authentication must be used.
D. No authentication is required.

Answer: C 

Explanation:  
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QUESTION 9 
Which mechanism is used to consume a RESTful API design when large amounts of data are 
returned? 

A. Data sets
B. Scrolling
C. Blobs
D. Pagination

Answer: D 

Explanation:  
Reference: https://nordicapis.com/everything-you-need-to-know-about-api-pagination/ 

QUESTION 10 
Which action does the Git command git merge allow the development to perform? 

A. Combine multiple sequence of commits into one unified history.
B. Push changes to the remote repository
C. Switch between branches
D. Create, list, rename, and delete branches

Answer: A 

Explanation:  
Reference: https://www.atlassian.com/git/tutorials/using-branches/git-merge 

QUESTION 11 
Refer to the exhibit. 
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A REST API retune this JSON output for a GET HTTP request, Which has assigned to a variable called 
"vegetables"? Using python, which output is the result of this command? 

A. Lettuce
B. Kiwi
C. ['kiwi', 'grape']
D. {'color': 'green', 'items': ['kiwi', 'grape']

Answer: B 

Explanation:  

QUESTION 12 
Which status code is used by a REST API to indicate that the submitted payload is incorrect? 

A. 400
B. 403
C. 405
D. 429

Answer: A certexam.org



Explanation:  
Reference: https://community.cisco.com/t5/application-centric/apic-rest-api-produces-inconsistentresponse/ 
td-p8230 

QUESTION 13 
What is the purpose of a MAC address? 

A. To uniquely identify a router in a LAN
B. To uniquely identify a network interface in a LAN
C. To uniquely identify a device on the internet
D. To uniquely identify a switch in a LAN

Answer: B 

Explanation:  

QUESTION 14 
Which way should be used to safely the API keys? 

A. In an environment variable unique to the system database
B. Encrypted in a configuration file that is separate from the code
C. Encrypted in the code in a function
D. Plain text in the code as a constant

Answer: B 

Explanation:  

QUESTION 15 
Refer to the exhibit. 
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What caused the error in this API request? 

A. The API resource does not support the POST operation
B. The API resource does not support JSON format payloads.
C. The submitted JSON payload includes a field that is not supported by the API resource.
D. The submitted JSON payload has a formatting issue

Answer: D 

Explanation:  

QUESTION 16 
DRAG DROP 
Drag and drop elements of the RESTCONF protocol stack from the left onto the correct description on 
the right. Not all elements on the left are used. 
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Answer:  

Explanation:  
1 - B, 2 - E, 3 - F 
Reference: https://www.cisco.com/c/en/us/td/docs/iosxml/ 
ios/prog/configuration/b_169_programmability_cg/restconf_programmable_interface.htm 
l 

QUESTION 17 
What are two advantages of version control software? (Choose two.) 

A. It supports tracking and comparison of changes in binary formate files.
B. It allows old versions of packaged applications to be hosted on the Internet
C. It provides wiki collaboration software for documentation.
D. It supports comparisons between revisions of source code files.
E. It allows new team members to access the current code and history. certexam.org



Answer: DE 

Explanation:  

QUESTION 18 
Which description of a default gateway if true? 

A. It is a device that receives IP packets that have no explicit next-hop in the routing table.
B. It is a feature that translates between public and private addresses.
C. It is a security feature that denies certain traffic.
D. It is a device that receives Layer 2 frames with an unknown destination address.

Answer: A 

Explanation:  
Reference: 
https://www.certificationkits.com/cisco-certification/ccna-articles/cisco-ccna-intro-to-routingbasics/ 
cisco-ccna-default-gateway-a-default-routes/ 

QUESTION 19 
DRAG DROP 
Drag and drop the HTTP methods from the left onto their generally accepted corresponding create, 
read, update, and delete operations on the right. 

Answer:  
certexam.org



Explanation:  
1 - D, 2 - B, 3 - C, 4 - E, 5 - A 

Reference: https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/application-policyinfrastructure- 
controller-enterprise-module-2-x/config-guide/b_apic-em_config_guide_v_1-2- 
x/b_apic-em_config_guide_v_1-2-x_chapter_01001.pdf 
OR 

Answer : 
Post 
Get 
Put 
Delete certexam.org




