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QUESTION 1 
Refer to the exhibit. 

Users in the branch network of 2001:db8:0:4:: report that they cannot access the Internet. Which command is issued in 
IPv6 router EIGRP 100 configuration mode to solve this issue? 

A. Issue the eigrp stub command on R1
B. Issue the no neighbor stub command on R2.
C. Issue the eigrp command on R2.
D. Issue the no eigrp stub command on R1.

Answer: D 

Explanation:  

QUESTION 2 
Refer to the exhibit. 
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Which configuration configures a policy on R1 to forward any traffic that is sourced from the 192.168.130.0 network to 
R2? 
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D 

Explanation:  

QUESTION 3 
R2 has a locally originated prefix 192.168.130.0 and has these configurations: 

What is the result when the route-map OUT command is applied toward an eBGP neighbor R1 (1.1.1.1) by using the 
neighbor 1.1.1.1 route-map OUT out command? 

A. R1 sees 192.168.130.0 as two AS hops away instead of one AS hop away.
B. R1 does not accept any routes other than 192.168.130.0
C. R1 does not forward traffic that is destined for 192.168.30.0
D. Network 192.168.130.0 is not allowed in the R1 table

Answer: A 
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Explanation:  

QUESTION 4 
Which method changes the forwarding decision that a router makes without first changing the routing table or 
influencing the IP data plane? 

A. nonbroadcast multiaccess
B. packet switching
C. policy-based routing
D. forwarding information base

Answer: C 

Explanation:  

QUESTION 5 
Refer to the exhibit. 
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The output of the trace route from R5 shows a loop in the network. Which configuration prevents this loop? 
A)
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B) 

C)
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D) 

A. Option A
B. Option B
C. Option C
D. Option D

Explanation:  

Answer: A 
The reason for the loop is that R2 is forwarding the packets destined to 10.1.1.1 to R4, instead of R1. 
This is because in the redistribute OSPF statement, BW metric has a higher value and delay has a value of 1. So, R2 
chooses R4 over R1 for 10.1.1.0 subnet causing a loop. Now, R5 learns 10.1.1.0 from R3 and advertises the same route 
to R4, that R4 redistributes back in EIGRP. If R3 sets a tag of 1 while redistributing EIGRP in OSPF, and R4 denies all 
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the OSPF routes with tag 1 while redistributing, it will not advertise 10.1.1.0 back into EIGRP. Hence, the loop will be 
broken. 

QUESTION 6 
Refer to the exhibit. 

An engineer configures a static route on a router, but when the engineer checks the route to the destination, a different 
next hop is chosen. What is the reason for this? 

A. Dynamic routing protocols always have priority over static routes.
B. The metric of the OSPF route is lower than the metric of the static route.
C. The configured AD for the static route is higher than the AD of OSPF.
D. The syntax of the static route is not valid, so the route is not considered.

Explanation:  

Answer: C 
The AD of static route is manually configured to 130 which is higher than the AD of OSPF router which is 110. 

QUESTION 7 
Refer to the exhibit. 
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An engineer is trying to generate a summary route in OSPF for network 10.0.0.0, but the summary route does not show 
up in the routing table. Why is the summary route missing? 

A. The summary-address command is used only for summarizing prefixes between areas.
B. The summary route is visible only in the OSPF database, not in the routing table.
C. There is no route for a subnet inside 10.0.0.0, so the summary route is not generated.
D. The summary route is not visible on this router, but it is visible on other OSPF routers in the same area.

Explanation:  

Answer: C 
The "?summary-address"? is only used to create aggregate addresses for OSPF at an autonomous system boundary. It 
means this command should only be used on the ASBR when you are trying to summarize externally redistributed routes 
from another protocol domain or you have a NSSA area. 
But a requirement to create a summarized route is: 
"?The ASBR compares the summary route'ss range of addresses with all routes redistributed into OSPF on that ASBR to 
find any subordinate subnets (subnets that sit inside the summary route range). If at least one subordinate subnet exists, 
the ASBR advertises the summary route."? 
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QUESTION 8 
Refer to the exhibit. 

An engineer is trying to block the route to 192.168.2.2 from the routing table by using the configuration that is shown. 
The route is still present in the routing table as an OSPF route.  
Which action blocks the route? 

A. Use an extended access list instead of a standard access list.
B. Change sequence 10 in the route-map command from permit to deny.
C. Use a prefix list instead of an access list in the route map.
D. Add this statement to the route map: route-map RM-OSPF-DL deny 20.

Answer: B 

Explanation:  

QUESTION 9 
What is a prerequisite for configuring BFD? 

A. Jumbo frame support must be configured on the router that is using BFD.
B. All routers in the path between two BFD endpoints must have BFD enabled.
C. Cisco Express Forwarding must be enabled on all participating BFD endpoints.
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D. To use BFD with BGP, the timers 3 9 command must first be configured in the BGP routing process.

Explanation:  

Answer: C 
Reference: 
https://www.cisco.com/c/en/us/td/docs/ios_0s/feature/guide/fs_bfd.html#wp1043332 

QUESTION 10 
DRAG DROP 
Drag and drop the OSPF adjacency states from the left onto the correct descriptions on the right. 

Explanation:  
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Answer:  
(Reference: http://www.cisco.com/en/US/tech/ CK3 65/technologies_tech_note09186a0080093f0e.shtml) 
Reference: https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf85-13.html 

Down 
This is the first OSPF neighbor state. It means that no information (hellos) has been received from this neighbor, but 
hello packets can still be sent to the neighbor in this state. 
During the fully adjacent neighbor state, if a router doesn't receive hello packet from a neighbor within the Router Dead 
Interval time (RouterDeadInterval = 4*HelloInterval by default) or if the manually configured neighbor is being removed 
from the configuration, then the neighbor state changes from Full to Down. 

Attempt 
This state is only valid for manually configured neighbors in an NBMA environment. In Attempt state, the router sends 
unicast hello packets every poll interval to the neighbor, from which hellos have not been received within the dead 
interval. 

Init 
This state specifies that the router has received a hello packet from its neighbor, but the receiving router's ID was not 
included in the hello packet. When a router receives a hello packet from a neighbor, it should list the sender's router ID 
in its hello packet as an acknowledgment that it received a valid hello packet. 

2-Way
This state designates that bi-directional communication has been established between two routers.  Bidirectional means
that each router has seen the other's hello packet. This state is attained when the router receiving the hello packet sees its
own Router ID within the received hello packet's neighbor field. At this state, a router decides whether to become
adjacent with this neighbor. On broadcast media and non-broadcast multiaccess networks, a router becomes full only
with the designated router (DR) and the backup designated router (BDR); it stays in the 2-way state with all
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other neighbors. On Point-to-point and Point-to-multipoint networks, a router becomes full with all connected routers. 

At the end of this stage, the DR and BDR for broadcast and non-broadcast multiaccess networks are elected. For more 
information on the DR election process, refer to DR Election. 
Note: Receiving a Database Descriptor (DBD) packet from a neighbor in the init state will also a cause a transition to 2-
way state. 

Exstart 
Once the DR and BDR are elected, the actual process of exchanging link state information can start between the routers 
and their DR and BDR. (ie. Shared or NBMA networks). 
In this state, the routers and their DR and BDR establish a master-slave relationship and choose the initial sequence 
number for adjacency formation. The router with the higher router ID becomes the master and starts the exchange, and as 
such, is the only router that can increment the sequence number. Note that one would logically conclude that the 
DR/BDR with the highest router ID will become the master during this process of master-slave relation. Remember that 
the DR/BDR election might be purely by virtue of a higher priority configured on the router instead of highest router ID. 
Thus, it is possible that a DR plays the role of slave. And also note that master/slave election is on a per-neighbor basis. 

Exchange 
In the exchange state, OSPF routers exchange database descriptor (DBD) packets. Database descriptors contain link-state 
advertisement (LSA) headers only and describe the contents of the entire link-state database. Each DBD packet has a 
sequence number which can be incremented only by master which is explicitly acknowledged by slave. Routers also 
send link-state request packets and link-state update packets (which contain the entire LSA) in this state. The contents of 
the DBD received are compared to the information contained in the routers link-state database to check if new or more 
current link-state information is available with the neighbor. 

Loading 
In this state, the actual exchange of link state information occurs. Based on the information provided by the DBDs, 
routers send link-state request packets. The neighbor then provides the requested linkstate information in link-state 
update packets. During the adjacency, if a router receives an outdated or missing LSA, it requests that LSA by sending a 
link-state request packet. All link-state update packets are acknowledged. 

Full 
In this state, routers are fully adjacent with each other. All the router and network LSAs are exchanged and the routers' 
databases are fully synchronized. 
Full is the normal state for an OSPF router. If a router is stuck in another state, it is an indication that there are problems 
in forming adjacencies. The only exception to this is the 2-way state, which is normal in a broadcast network. Routers 
achieve the FULL state with their DR and BDR in NBMA/broadcast media and FULL state with every neighbor in the 
remaining media such as point-topoint and point-to-multipoint. 

Note: The DR and BDR that achieve FULL state with every router on the segment will display FULL/DROTHER when 
you enter the show ip ospf neighbor command on either a DR or BDR. This simply means that the neighbor is not a DR 
or BDR, but since the router on which the command was entered is either a DR or BDR, this shows the neighbor as 
FULL/DROTHER. 
Reference: https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf85-13.html 
Reference: http://www.cisco.com/en/US/tech/ CK3 65/technologies_tech_note09186a0080093f0e.shtml) 
Reference: https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf85-13.html 
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QUESTION 11 
Refer to the exhibit. 

R2 is a route reflector, and R1 and R3 are route reflector clients. The route reflector learns the route to 172.16.25.0 from 
R1, but it does not advertise to R3. What is the reason the route is not advertised? 
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A. R2 does not have a route to the next hop, so R2 does not advertise the prefix to other clients.
B. Route reflector setup requires full IBGP mesh between the routers.
C. In route reflector setup, only classful prefixes are advertised to other clients.
D. In route reflector setups, prefixes are not advertised from one client to another.

Answer: A 

Explanation:  

QUESTION 12 
Refer to the exhibit.  

An engineer is trying to redistribute OSPF to BGP, but not all of the routes are redistributed. What is the reason for this 
issue? 

A. By default, only internal routes and external type 1 routes are redistributed into BGP
B. Only classful networks are redistributed from OSPF to BGP
C. BGP convergence is slow, so the route will eventually be present in the BGP table
D. By default, only internal OSPF routes are redistributed into BGP

Explanation:  
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Answer: D 
If you configure the redistribution of OSPF into BGP without keywords, only OSPF intra-area and 
inter-area routes are redistributed into BGP, by default. 
You can redistribute both internal and external (type-1 & type-2) OSPF routes via this command: 
"?Router(config-router)#redistribute ospf 1 match internal external 1 external 2"? 
Reference: https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp2- 
bgp-ospf-redis.html 

QUESTION 13 
Refer to the exhibit. 

In which circumstance does the BGP neighbor remain in the idle condition? 

A. if prefixes are not received from the BGP peer
B. if prefixes reach the maximum limit
C. if a prefix list is applied on the inbound direction
D. if prefixes exceed the maximum limit

Explanation:  

Answer: D 
https://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp60-bgpmaximum- 
prefix.html#b 

QUESTION 14 
Which attribute eliminates LFAs that belong to protected paths in situations where links in a network are connected 
through a common fiber? 
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A. shared risk link group-disjoint
B. linecard-disjoint
C. lowest-repair-path-metric
D. interface-disjoint

Explanation:  

Answer: A 
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_eigrp/configuration/xewww.dumpsplanet.com 
3s/asr1000/ire-xe-3s-asr1000/ire-ipfrr.html 

QUESTION 15 
Refer to the exhibit 

.
An engineer is troubleshooting BGP on a device but discovers that the clock on the device does not correspond to the 
time stamp of the log entries. Which action ensures consistency between the two times? 

A. Configure the service timestamps log uptime command in global configuration mode.
B. Configure the logging clock synchronize command in global configuration mode.
C. Configure the service timestamps log datetime localtime command in global configuration mode.
D. Make sure that the clock on the device is synchronized with an NTP server.

Explanation:  

Answer: C 
https://www.cisco.com/c/en/us/td/docs/routers/xr12000/software/xr12k_r39/system_management/command/reference/yr
39xr12k_chapter4.html#wp1784026936 
By default, syslog and debug messages are stamped by UTC, regardless of the time zone that device configured. You 
should append localtime key word to "service timestamp {log | debug} datetimemsec" global command to change that 
behavior. 
https://community.cisco.com/t5/networking-documents/router-log-timestamp-entries-aredifferent- 
from-the-system-clock/ta-p2258https://www.cisco.com/ELearning/ 
bulk/public/tac/cim/cib/using_cisco_ios_software/cmdrefs/service_timestamps.htm 

QUESTION 16 
Refer to the exhibit. 

certexam.org



300-410 Exam

       19 of 394 

What is the result of applying this configuration? 

A. The router can form BGP neighborships with any other device.
B. The router cannot form BGP neighborships with any other device.
C. The router cannot form BGP neighborships with any device that is matched by the access list named "?BGP"?.
D. The router can form BGP neighborships with any device that is matched by the access list named "?BGP"?.

Explanation:  

Answer: C 
after bgp session are UP.I configured the CoPP to drop 10.3.3.3 bgp traffic (R3). 
R3 bgp traffic that matched the ACL 100 is dropped and the state is in IDLE 
access-list 100 permit tcp host 10.3.3.3 any eq bgp 
access-list 100 permit tcp host 10.3.3.3 eq bgp any 
! 
class-map match-all class-bgp 
match access-group 100 
! 
policy-map policy-bgp 
class class-bgp 
drop 
! 
control-plane 
service-policy input policy-bgp 
! 
The 10.3.3.3 neighbor goes to IDLE 

QUESTION 17 
Which command displays the IP routing table information that is associated with VRF-Lite? 
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A. show ip vrf
B. show ip route vrf
C. show run vrf
D. show ip protocols vrf

Explanation:  

Answer: B 
Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500- 
2sg/configuration/guide/Wrapper-46SG/vrf.html#wp1045708 

QUESTION 18 
Refer to the exhibit. 

Which subnet is redistributed from EIGRP to OSPF routing protocols? 

A. 10.2.2.0
B. 10.1.4.0
C. 10.1.2.0
D. 10.2.3.0

Answer: A 

Explanation:  

QUESTION 19 
Which configuration adds an IPv4 interface to an OSPFv3 process in OSPFv3 address family configuration? 
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A. Router ospf3 1 address-family ipv4
B. Router(config-router)#ospfv3 1 ipv4 area 0
C. Router(config-if)#ospfv3 1 ipv4 area 0
D. Router ospfv3 1 address-family ipv4 unicast

Explanation:  

Answer: C 
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_ospf/configuration/xe- 
3s/iro-xe-3s-book/ip6-route-ospfv3-add-fam-xe.html 

QUESTION 20 
Refer to the exhibit. 

Which statement about R1 is true? 

A. OSPF redistributes RIP routes only if they have a tag of one.
B. RIP learned routes are distributed to OSPF with a tag value of one.
C. R1 adds one to the metric for RIP learned routes before redistributing to OSPF.
D. RIP routes are redistributed to OSPF without any changes.

Answer: B 

Explanation:  

QUESTION 21 
Refer to the exhibit. 
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