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QUESTION 1

What are two benefits of YANG? (Choose two.)

A. It enforces the use of a specific encoding format for NETCONF.
B. It collects statistical constraint analysis information.
C. It enables multiple leaf statements to exist within a leaf list.

D. It enforces configuration semantics.
E. It enforces configuration constraints.

Answer: A, E
Explanation:
QUESTION 2
DRAG DROP
Drag and drop the threat defense solutions from the left onto their descriptions on the right.
Umbreliz provides mahware protection on endpoinis
aMPdz provides IPS/IDS capabilities
FTD parforms sacunty analybcs by collacting network flows
Srezithiiztch protects 3ganst emal threst vaer
ESA provides DNS protecton
Answer:
AMP4E
FTD
Staalthwatch
ES4
Umbrefia
Explanation:
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QUESTION 3
Refer to the exhibit.

iaa now-model
Baa autheancloation login default lacal-case anabla
aaa authancication login ADMIN local-case
usarname CCNF secret 3tringPlaswird!
lime 0 4

login authentication ADMIN

An engineer must create a configuration that executes the show run command and then terminates
the session when user CCNP legs in. Which configuration change is required?

A. Add the access-class keyword to the username command

B. Add the access-class keyword to the aaa authentication command
C. Add the autocommand keyword to the username command

D. Add the autocommand keyword to the aaa authentication command

Answer: C

Explanation:

The -eautocommand-— causes the specified command to be issued automatically after the user logs
in. When the command is complete, the session is terminated. Because the command can be any
length and can contain embedded spaces, commands using the autocommand keyword must be the
last option on the line. In this specific question, we have to enter this line -susername CCNP
autocommand show running-config-—.

QUESTION 4

Wireless users report frequent disconnections from the wireless network. While troubleshooting a
network engineer finds that after the user a disconnect, the connection re-establishes automatically
without any input required. The engineer also notices these message logs .

Which action reduces the user impact?

A. increase the AP heartbeat timeout

B. increase BandSelect

C. enable coverage hole detection

D. increase the dynamic channel assignment interval

Answer: D

Explanation:

These message logs inform that the radio channel has
been reset (and the AP must be down briefly). With
dynamic channel assignment (DCA), the radios can
frequently switch from one channel to another but it also
makes disruption. The default DCA interval is 10 minutes,

certexam.org

3 of 484



350-401 Exam

which is matched with the time of the message logs. By
increasing the DCA interval, we can reduce the number of
times our users are disconnected for changing radio
channels.

QUESTION 5
Refer to the exhibit.

AP ‘APZ (= down. Reason Radio channe! s&t 65204 P

AP "APY' iz down Reason Radio channe! zal 8 44:45 P

AP 'APT" |s dovwn. Reason Radio channé! sat 53432 PM
An engineer must modify the access control list EGRESS to allow all IP traffic from subnet
10.1.10.0 to 10.1.2.0. The access control list is applied in the outbound direction on router
interface GigabitEthemet 0. Which configuration commands can the engineer use to allow this
traffic without disrupting existing traffic flows?
A)

Exlanded IP acoass st EGRESS
10 permit ip 10.1.100.0.0.0.0.255 10.1. 2.0 0.0.0.255
20 deny ip any any

B)

configt
ip access-list extended EGRESS
permit ip 10.1.10.0 255.255.255.0 10.1.2.0 255.255.2585.0

0
config t
ip access-list extended EGRESS
5 permitip 10.1.10.0 0.0.0.256 10.1.2.0 0.0.0.2566
D)
config t
ip access-list extended EGRESS2
permitip 10.1.10.0 0.0.0.255 10.1.2.0 0.0.0.255
permitip 10.1.100.0 0.0.0.255 10.1.2.0 0.0.0.255
deny ip any any
'
interface g0/1
no ip access-group EGRESS out
ip access-group EGRESS2 out
A. Option A
B. Option B
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C. Option C
D. Option D

Answer: B

Explanation:

QUESTION 6
What is used to perform OoS packet classification?

A. the Options field in the Layer 3 header
B. the Type field in the Layer 2 frame

C. the Flags field in the Layer 3 header
D. the TOS field in the Layer 3 header

Answer: D

Explanation:
Type of service, when we talk about PACKET, means layer 3

QUESTION 7
What is the recommended MTU size for a Cisco SD-Access Fabric?

A. 1500
B. 9100
C. 4464
D. 17914

Answer: B
Explanation:

QUESTION 8

config t
ip access-list extended EGRESS
permit ip 10.1.10.0 0.0.0.255 10.1.2.0 0.0.0.255

Refer to the exhibit. After configurating an IPsec VPN, an engineer enters the show command to verify the ISAKMP SA
status. What does the status show?

A. ISAKMP SA is authenticated and can be used for Quick Mode.

B. Peers have exchanged keys, but ISAKMP SA remains unauthenticated.
C. VPN peers agreed on parameters for the ISAKMP SA

D. ISAKMP SA has been created, but it has not continued to form.
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Answer: B

Explanation:

The ISAKMP SA has been authenticated. If the router initiated this exchange, this state transitions
immediately to QM _IDLE, and a Quick Mode exchange begins.
https://www.ciscopress.com/articles/article.asp?p=606584

QUESTION 9
Refer to the exhibit.

interface Vian10

ip vrf forwarding Customer?

ip address 192.168.1.1 255.255.255.0
!

i.nterfaca Vian20

ip wrf forwarding Customer2

ip address 172.16.1.1 255.255.255.0
!

interface Vian30
ip vrf forwarding Customer3
ip address 10.1.1.1 255.255.255.0

Which configuration allows Customer2 hosts to access the FTP server of Customer] that has the IP
address of 192.168.1.200?

A. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 global

ip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 global

ip route 192.168.1.0 255.255.255.0 VlanlO

ip route 172.16.1.0 255.255.255.0 VIan20

B. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 Customer2

ip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 Customerl
C. ip route vrf Customerl 172.16.1.0 255.255.255.0 172.16.1.1 Customerl

ip route vrf Customer 192.168.1.200 255.255.255.255 192.168.1.1 Customer2
D. ip route vrf Customerl 172.16.1.1 255.255.255.255 172.16.1.1 global

ip route vrf Customer 192.168.1.200 255.255.255.0 192.168.1.1 global

ip route 192.168.1.0 255.255.255.0 VlanlO

ip route 172.16.1.0 255.255.255.0 VIan20

Answer: A

Explanation:

QUESTION 10
A customer requests a network design that supports these requirements:
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Which protocol does the design include?

* FHRP redundancy
* multivendor router environment
* |IPv4 and IPv6 hosts

A. HSRP version 2
B. VRRP version 2
C. GLBP

D. VRRP version 3

Answer: D

Explanation:

QUESTION 11
Which two network problems Indicate a need to implement QoS in a campus network? (Choose
two.)

A. port flapping

B. excess jitter

C. misrouted network packets
D. duplicate IP addresses

E. bandwidth-related packet loss

Answer: B, E

Explanation:

QUESTION 12
Which configuration restricts the amount of SSH that a router accepts 100 kbps?
A)

B)
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0

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

CoPP protects the route processor on network devices by treating route processor
resources as a separate entity with its own ingress interface (and in some
implementations, egress also). CoPP is used to police traffic that is destined to the
route processor of the router such as:

+ routing protocols like OSPF, EIGRP, or BGP.

+ Gateway redundancy protocols like HSRP, VRRP, or GLBP.

+ Network management protocols like telnet, SSH, SNMP, or RADIUS.
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m‘ : m 3

CoPP

Interface ACL

v
Manage mert
Cariral
Services
Oata

Therefore we must apply the CoPP to deal with SSH because it is in the
management plane. CoPP must be put under -cecontrol-plane- command.

QUESTION 13

DRAG DROP
Drag and drop the virtual components from the left onto their deceptions on the right.

i rip Min coometing & virjusl machine
configuration My and & virtus ek

(=0 e coitaring & virhss nackre dsk drus

T cxrifiguritam ke corlamiog wsiings for g
vl it such oy gaesl 05

cormpone of & Wil macne respormtse

bt For sergding packels Lo the byperaisgr
Answer:
wNIC zip file connecting a virtual machine
configuration file and a virtual disk
OV file containing a virtual machine disk drive
configuration file containing settings for a
VMDR virtual machine such as quest 0S5
MK component of & virtunl machine responsible
for sending packets Lo the hypervisor
Explanation:
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QUESTION 14
DRAG DROP
Refer to the exhibit.

10.1.1.10/24 10.1.1.20/24
| MAC: aaaa.bbbb.cccc MAC: aaaa.bbbb.dddd

An engineer must deny HTTP traffic from host A to host B while allowing all other communication
between the hosts, drag and drop the commands into the configuration to achieve these results.
Some commands may be used more than once. Not all commands are used.

Wl (config)¥ ip access-list extendsd DENY-HTTP
sWl(config-ext-nacl)# [ |tcp host 10.1.1.10 host 10.1.1.20 eg www
EWl (config) ¥ ip access-list extendsd MATCH ALL
SWl (config-ext-nacl)# | ip any any
[
5Wl (config)# vlan access-map HOST-A-B 10
SWl (config-acocess-map)# match ip addressz DENY-HTTE
SWl (config-access-map) # |:|
SWl (config)# vlan access-map HOST-A-B 20
£Wl (config-access-map)# match ip address MATCH ALL
Wl (config-acoess-map) # |:|
Wl (config)¥ vlian filter HOST-A-B wlan 10
L action drop ] Iacuml'nm-'ard fitbar pearmlt _I I derry | 1 match
Answer:
Explanation:
Deny
Permit
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Action drop
Action forward

QUESTION 15

A customer has several small branches and wants to deploy a WI-FI solution with local management

using CAPWAP. Which deployment model meets this requirement?

A. Autonomous

B. Mobility Express
C. SD-Access wireless
D. Local mode

Answer: B

Explanation:

QUESTION 16

Landan NewYark
g—r————-ﬂ———*——g

London{configisinterface range falv1-2

London{config. i range @swilchp trunk encapsulation dol g
London{config.if-range swiichp mode trurk
London{config-if-range pchannel-group 1 mode achve
London{config-if-range end

Londons

NewYork#show etherchannel susmary

- unsuitable for bundiing
walting to be aggregated
d - default port
Number of channel-groups in use: 1
Number of aggregators: 1
Group Port-channel Protocel Ports

Flags: D A P in port-channe]
1 stand-alone 3 suspanded
H - Hot-standty (LACP only)
R - Layerd % - Layer2
U - in use f - falled to allocate agEregator
]
-

KL J

PAgP  Fa@/1(1) Fad/2(D)

1 Pol{SD)

MNewYorks

NewYork#show etharchannel port-channel
Channel-group listing:

Group: 1

Port-channels in the group:

Part-channel: Pal

w D0 00h: 1dm: 204
Nusber of ports = @

Age of the Port.channel
Logical slot/port = 271

GC = BxBPOSDanD HotStandBy port = null
Part state = Port-channel |

Protecol « PAGP

Port Securlity = Disabled

Refer to the exhibit. Communication between London and New York is down. Which command set
must be applied to the NewYork switch to resolve the issue?

A)
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NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1.2
NewYork(config-ifi#channel-group 1 mode negotiate
NewYork(config-ifj#end

NewY ork#

B)

NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2
NewYork(config-ifj#channel-group 1 mode on
NewYork(config-if)j#end

NewYork#

0

NewYork(config)#no interface po1
NewYork(config)#interface range fa0/1-2
NewYork(config-ifj#fchannel-group 1 mode auto
NewYork(config-ifj#end

NewYork#

D)

NewYork(config)#no interface po1
NewYork({config)#interface range fa0/1-2
NewYork{config-ifij#fchannel-group 1 mode passive
NewYork{config-ifyj#end

NewYork#

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:

QUESTION 17
Which method of account authentication does OAuth 2.0 within REST APIs?

A. username/role combination
B. access tokens
C. cookie authentication
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D. basic signature workflow
Answer: B

Explanation:

The most common implementations of OAuth (OAuth 2.0) use one or both of these tokens:
+ access token: sent like an API key, it allows the application to access a user's data;
optionally, access tokens can expire.

+ refresh token: optionally part of an OAuth flow, refresh tokens retrieve a new access
token if they have expired. OAuth2 combines Authentication and Authorization to allow
more sophisticated scope and validity control.

QUESTION 18
How does the RIB differ from the FIB?

A. The RIB is used to create network topologies and routing tables. The FIB is a list of routes to
particular network destinations.

B. The FIB includes many routes a single destination. The RIB is the best route to a single destination.
C. The RIB includes many routes to the same destination prefix. The FIB contains only the best route
D. The FIB maintains network topologies and routing tables. The RIB is a list of routes to particular
network destinations.

Answer: A

Explanation:

RIE 1s denved from the control plane,

QUESTION 19

A network engineer is configuring Flexible Netflow and enters these commands

Sampler Netflow1

Mode random one-out-of 100

Interface fastethernet 1/0

Flow-sampler netflow1

Which are two results of implementing this feature instead of traditional Netflow? (Choose two.)

A. CPU and memory utilization are reduced.

B. Only the flows of top 100 talkers are exported

C. The data export flow is more secure.

D. The number of packets to be analyzed are reduced
E. The accuracy of the data to be analyzed is improved

Answer: AD

Explanation:
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QUESTION 20

Which benefit is offered by a cloud infrastructure deployment but is lacking in an on-premises

deployment?

A. efficient scalability
B. virtualization

C. storage capacity

D. supported systems

Answer: A
Explanation:
QUESTION 21
E gy 1 Trunk Cigli |
1- i —— T T S ——————— i oy —
o k) R
f g 2 G0 ,] Falhi1
m? | ll
e in s |
Cigd l L 1.'
- A — =
G 1 il
Saiteth A Swetih 1

Refer to the exhibit. Rapid PVST+ is enabled on all switches. Which command set must be configured

on switchl to achieve the following results on port fa0?
A)

* When a device is connected, the port transitions immediately 1o a forwarding state.
* The interface should not send or receive BPDUs.
* If a BPDU is received, it continues operating normally.

B)

Switch1(config# interface f0/1
Switch1(config-ifj# spanning-tree portfast

C)
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