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QUESTION 1

You need to recommend a solution to reduce the cost of the SAP non-production landscapes after
the migration.

What should you include in the recommendation?

A. Deallocate virtual machines when not In use.

B. Migrate the SQL Server databases to Azure SQL Data Warehouse.
C. Configure scaling of Azure App Service.

D. Deploy non-production landscapes to Azure Devlest Labs.

Answer: C

Explanation:

QUESTION 2

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
YES

YES

NO

QUESTION 3

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

After the migration, all user authentication to the SAP applications 'O O
must be handled by Azure Active Directory (Azure AD).

The migration requires that the on-premises Active Directory O
domain syncs to Azure Active Directory [Azure AD). |

After the migration users will be able to authenticate to the SAP O
applications by using their existing credentials in litware.com.

Answer:
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Statements Yes No

After the migration, all user authentication to the SAP applications O ®
must be handled by Azure Active Directory (Azure AD).

The migration requires that the on-premises Active Directory O
domain syncs to Azure Active Directory (Azure AD). “"J
After the migration users will be able to authenticate to the SAP O .;-)

applications by using their existing credentials in litware.com.

Explanation:

In a Hybrid-IT scenario, Active Directory from on-premises can be extended to serve as the
authentication mechanism through an Azure deployed domain controller (as well as potentially using
the integrated DNS).

It is important to distinguish between traditional Active Directory Servers and Microsoft Azure Active
Directory that provides only a subset of the traditional on-premises AD offering. This subset include
Identity and Access Management, but does not have the full AD schema or services that many 3rd
party application take advantage of. While Azure Active Directory IS a requirement to establish
authentication for the Azure virtual machines in use, and it can synchronize users with customers
on-premises AD, the two are explicitly different and customers will likely continue to require full
Active Directory servers deployed in Microsoft Azure.

Reference:

https://www.suse.com/media/guide/sap _hana on_azure 101.pdf

QUESTION 4

You are evaluating which migration method Litware can implement based on the current
environment and the business goals.

Which migration method will cause the least amount of downtime?

A. Use the Database migration Option (DMO) to migrate to SAP HANA and Azure During the same
maintenance window.

B. Use Near-Zero Downtime (NZDT) to migrate to SAP HANA and Azure during the same
maintenance window.

C. Migrate SAP to Azure, and then migrate SAP ECC to SAP Business Suite on HANA.

D. Migrate SAP ECC to SAP Business Suite on HANA an the migrate SAP to Azure.

Answer: A

Explanation:

The SAP Database Migration Option (DMO) with System Move option of SUM, used as part of the
migration allows customer the options to perform the migration in a single step, from source system
on-premises, or to the target system residing in Microsoft Azure, minimizing overall downtime.
Reference:

https://blogs.sap.com7/05/your-sap-on-azure-part-2-dmo-with-system-move/

QUESTION 5
Litware is evaluating whether to add high availability after the migration?
What should you recommend to meet the technical requirements?

A. SAP HANA system replication and Azure Availability Sets
B. Azure virtual machine auto-restart with SAP HANA service auto-restart.
C. Azure Site Recovery
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Explanation:

QUESTION 6
You are evaluating the migration plan.
Licensing for which SAP product can be affected by changing the size of the virtual machines?

A. SAP Solution Manager
B. PI

C. SAP SCM

D. SAP ECC

Answer: D

Explanation:

Scenario: Increase the performance of SAP ECC applications by moving to SAP HANA.
Reference:
https://azure.microsoft.com/en-us/pricing/details/virtual-machines/rhel-sap-hana/

QUESTION 7
You need to ensure that you can receive technical support to meet the technical requirements.
What should you deploy to Azure?

A. SAP Landscape Management (LaMa)
B. SAP Gateway

C. SAP Web Dispatcher

D. SAPRouter

Answer: A

Explanation:
https://help.sap.com/viewer/f2ad7797884249eeb2e91dc26a991196.0.3.0/en-US

QUESTION 8
What should you use to perform load testing as part of the migration plan?

A. JMeter

B. SAP LoadRunner by Micro Focus
C. Azure Application Insights

D. Azure Monitor

Answer: B

Explanation:

Scenario: Upgrade and migrate SAP ECC to SAP Business Suite on HANA Enhancement Pack 8.
With the SAP LoadRunner application by Micro Focus, you can accelerate testing and development,
reduce slowdowns and expenses, and gain a better understanding of performance issues. Validate
software performance, virtualize your network, simulate workloads, benchmark production system
performance, and optimize your deployment of SAP HANA software

Reference:

https://www.sap.com/products/loadrunner.html

New TOplC: Topic 2, Contoso Ltd Case Study

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you
would like to complete each case. However, there may B&EAddR B Pease studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included



on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane
to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements.
If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the
Question button to return to the question.

Overview

Contoso, Ltd. is a manufacturing company that has 15,000 employees.

The company uses SAP for sales and manufacturing.

Contoso has sales offices in New York and London and manufacturing facilities in Boston and Seattle.
Existing Environment

Active Directory

The network contains an on-premises Active Directory domain named ad.contoso.com. User email
addresses use a domain name of contoso.com.

SAP Environment

The current SAP environment contains the following components:

SAP Solution Manager

SAP ERP Central Component (SAP ECC)

SAP Supply Chain Management (SAP SCM)

SAP application servers that run Windows Server 2008 R2

SAP HANA database servers that run SUSE Linux Enterprise Server 12 (SLES 12)

Problem Statements

Contoso identifies the following issues in its current environment:

The SAP HANA environment lacks adequate resources.

The Windows servers are nearing the end of support.

The datacenters are at maximum capacity.

Requirements

Planned Changes

Contoso identifies the following planned changes:

Deploy Azure Virtual WAN.

Migrate the application servers to Windows Server 2016.

Deploy ExpressRoute connections to all of the offices and manufacturing facilities.

Deploy SAP landscapes to Azure for development, quality assurance, and production.

All resources for the production landscape will be in a resource group named SAPProduction.
Business goals

Contoso identifies the following business goals:

Minimize costs whenever possible.

Migrate SAP to Azure without causing downtime.

Ensure that all SAP deployments to Azure are supported by SAP.

Ensure that all the production databases can withstand the failure of an Azure region.

Ensure that all the production application servers can restore daily backups from the last 21 days.
Technical Requirements

Contoso identifies the following technical requirements:

Inspect all web queries.

Deploy an SAP HANA cluster to two datacenters.

Minimize the bandwidth used for database synchronizatiQhtexam.org

Use Active Directory accounts to administer Azure resources.



Ensure that each production application server has four 1-TB data disks.

Ensure that an application server can be restored from a backup created during the last five days
within 15 minutes.

Implement an approval process to ensure that an SAP administrator is notified before another
administrator attempts to make changes to the Azure virtual machines that host SAP.

It is estimated that during the migration, the bandwidth required between Azure and the New York
office will be 1 Gbps. After the migration, a traffic burst of up to 3 Gbps will occur.

Proposed Backup Policy

An Azure administrator proposes the backup policy shown in the following exhibit.

* Policy name @

SapPolicy W
Backup schedule
* Frequency * Time * Timezone
Daily L 330 AM ~ (UTC) Coordinated Universal Time

Instant Restore @

Retain instant recovery snapshot(s) for

5 | Dayls)
Retention range
" For
el 14  Dayls)

+ | Retention of weekly backup point
* On s For
Sunday W v | | B o Week(s)

+/ | Retention ef monthly backup point

* On * Day » Far
First W Sunday A4 1, w12 + | Month(s)

+/ | Retention of yearly backup point.

*In * On * Day A For
January W First v | | Sunday vy : ~ || 7 | Year(s)

Azure Resource Manager Template
An Azure administrator provides you with the Azure Resource Manager template that will be used to
provision the production application servers.
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“apiVersion®: “2017-03-30%,
“"eype": “"Microsoft.Compute/virtualMachinea”,
“name®™: “[parameters(‘vmname®)}]",

“location™: “EastUs”™,
“dependaon®: [
*[resourceald( ‘Micresoft.Network/natworkIntarfaces/’, parameters(‘vmnams’))]"™
1.
“properties”: |
“hardwareProfile”™: (
“vmIize”: “[parameters(‘vmSize’)]”
]l
“osProfile”: {
“computerName”: "[parameters(‘vmname’}]*,
“adminUsername”: *[parameters(‘adminUsernama’}]"™,
YadminPassword™: “[parameters(‘adminPassword®)]”™
].i
“storageProfile™: |
“ImageRefarence”: |
"publisher”: “"MicrescftWindowaServer”,
"offer” : "MindowaServer”,
“aku” : "20l&é-datacantar”,
"yaraion” : "latest”
ll
“osDisk": |
“name": “[concat (parameters(‘vmname’), *-08°)]",
“caching™: “ReadWrite®,
“createOption™: “FromImage”™,
“diakSizeGBY: 128,
"managedDisk™: {
“storageRccountType”: “[parameters(‘storageficcountType’)]”
}
| P
Yoopy*: |
i
"name”: “DataDiska”,
‘eount®: " [parameters(‘diskCount®}]”,
“input” : {
“Caching" : “None”,
“disksizaGB” : 1024,
“lun®: "[copyIndex(‘datadiska’)]”,
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ww o,

nams “[concat (paramsters( ‘vmname’ ), *-DD',copyiIndex(‘datadisks"))]",
“createOption": “Empty"

}

]
}l
“networkProfile”: |
“networkInterfaces”: [

{

"id*: "[rescurceld( *‘Microscofc.Network/networkInterfaces’, paramecers|‘vmMame®))]”

}
b
“resourcea®™: [
{

“apiVersion”: “2017-03-30"
“type®: “"Microsoft.Compuse/virtualMachines/extensiona”,
“name [ceneat (parameters | ‘viMName’ ), */joindemain®)]”,
"location®: “eastus”,
“propertiea®: |

[
-

“publisher®: “Microascft.Compute”,
“type”: “JsonADDomainExtension®,
“typeHandlerVersion": "“1.3%,
“autcUpgradeMinorVersion™: true,
“settings”: |
“"Nama®: “[paramaters(‘domainNams’)]",
“Usar®: “[parameaters(‘domainusernams’)]®,
"Reatart™: “crus”,
“Options™: 3"
"protectedsettings™: |
"Pasaword”: “[parameters|‘domainPassword’}]”

QUESTION 9
You are planning the Azure network infrastructure to support the disaster recovery requirements.
What is the minimum number of virtual networks required for the SAP deployed?

oNw
AW —

Answer: B

Explanation:

Scenario: Ensure that all the production databases can withstand the failure of an Azure region.

Note: Use Azure Site Recovery to replicate applications across regions. Azure Site Recovery replicates
workloads running on physical and virtual machines from a primary site (either on-premises or in
Azure) to a secondary location (in Azure). When an outage occurs at the customer's primary site, a
failover can be triggered to quickly return the customer to an operational state. After the primary

location is restored, customers can then fail back.
certexam.org



Reference:
https://docs.microsoft.com/en-us/azure/architecture/resiliency/recovery-loss-azure-region

QUESTION 10

HOTSPOT

Before putting the SAP environment on Azure into production, which command should you run to
ensure that the virtual machine disks meet the business requirements? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

W -rescurcegroupname "SAPProduction® Where (§_.8ko.Hame -ne " v
Get-AzDisk Premium_LRS |
Get-AzVM Standard_LRS |
Get-AzVMImage Standard_RAGRS |
StandardsSSD_LRS |
Answer:
Explanation:

Get-AzDisk & Primium_ LRS
https://docs.microsoft.com/en-us/powershell/module/az.compute/get-azvmimage?view=azps-4.6.1
https://docs.microsoft.com/en-us/powershell/module/az.compute/get-azdisk?view=azps-4.6.1

QUESTION 11
Which Azure service should you deploy for the approval process to meet the technical requirements?

A. Just in time (JIT) VM access

B. Azure Active Directory (Azure AD) Identity Protection

C. Azure Active Directory (Azure AD) Privileged identity Manager (PIM)
D. Azure Active Directory (Azure AD) conditional access

Answer: B
Explanation:

QUESTION 12

HOTSPOT

You need to provide the Azure administrator with the values to complete the Azure Resource
Manager template.

Which values should you provide for diskCount, StorageAccountType, and domainName? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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diskCount:

storageAccountType:

domainName:

Answer:

diskCount:

storageAccountType:

domainName:

Explanation:
Box 1: 4

AN REO

Premium_LRS
Standa rd__GRS
Standard LRS

v

ad.contoso.com

ad.contoso.onmicrosoft.com

contoso.com
contoso.onmicrosoft.com

BN O

Premium_LRS
Standard_GRS
Standard_LRS

ad.contoso.com

contoso.com

contoso.onmicrosoft.com

ad.contoso.onmicrosoft.com

Scenario: the Azure Resource Manager template that will be used to provision the production

application servers.

certexam.org

Ensure that each production application server has four 1-TB data disks.




Box 2: Standard LRS

Scenario: Minimize costs whenever possible.

Box 3: contoso.onmicrosoft.com

The network contains an on-premises Active Directory domain named ad.contoso.com.

The Initial domain: The default domain (onmicrosoft.com) in the Azure AD Tenant. For example,
contoso.onmicrosoft.com.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-userprincipalname

QUESTION 13

HOTSPOT

You are evaluating the proposed backup policy.

For each of the following statements, select Yes if the statement is true. otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
The backup policy meets the technical requirements. &) O
The backup policy meets the business requirements. ®, O

If the backup policy is implemented, a deleted file can be restored

to the running virtual machine one year after the file was deleted. O O
Answer:

Statements Yes No

The backup policy meets the technical requirements. O O

The backup policy meets the business requirements. O O

If the backup policy is implemented, a deleted file can be restored

to the running virtual machine one year after the file was deleted. O O
Explanation:
Box 1: Yes

Scenario: Technical requirements: Ensure that an application server can be restored from a backup
created during the last five days within 15 minutes.

Instant Restore has 'The instance recovery snapshot(s) for 5 Day(s)'".

Box 2: No

Scenario: Ensure that all the production application servers can restore daily backups from the last 21
days.

The Retention of daily backup point is set to for 14 days only.

Box 3: Yes

Reference:

https://docs.microsoft.com/en-us/azure/backup/backup-instant-restore-capability

QUESTION 14
Once the migrate completes, to which size should you set the ExpressRoute circuit to the New York
office to meet the business goals and technical requiremgptgdyam.org



A. 500 Mbps

B. 1,000 Mbps
C. 2,000 Mbps
D. 5,000 Mbps

Answer: C

Explanation:
ExpressRoute circuits are configured to allow you to burst up to two times the bandwidth limit you

procured for no additional cost.

Scenario: It is estimated that during the migration, the bandwidth required between Azure and the
New York office will be 1 Gbps. After the migration, a traffic burst of up to 3 Gbps will occur.
Reference:

https://docs.microsoft.com/en-us/azure/expressroute/expressroute-faqs

QUESTION 15
HOTSPOT
You are planning replication of the SAP HANA database for the disaster recovery environment in

Azure.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Statements Yes No

You must use synchronous replication. O O

You must use delta data shipping for operation mode. O O

You must configure an Azure Directory (Azure AD)

application to manage the failover. O O
Answer:

Statements Yes No

You must use synchronous replication. O I

You must use delta data shipping for operation mode. O O

You must configure an Azure Directory (Azure AD)
application to manage the failover. O O

Explanation:

Box 1: No

SAP HANA Replication consists of one primary node and at least one secondary node. Changes to the
data on the primary node are replicated to the secondary node synchronously or asynchronously.

Box 2: No

Since SPS11 SAP HANA system replication can be run in two different operation

modes: certexam.org
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Box 3: Yes

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/workloads/sap/sap-hana-high-availabilityrhel
https://blogs.sap.com8/01/08/your-sap-on-azure-part-4-high-availability-for-sap-hana-usingsystem-
replication/

QUESTION 16

This question requires that you evaluate the underlined BOLD text to determine if it is correct.

You are planning for the administration of resources in Azure.

To meet the technical requirements, you must first implement Active Directory Federation Services
(AD FS).

Instructions: Review the underlined text. If it makes the statement correct, select eNo change is
needed . If the statement is incorrect, select the answer choice that makes the statement correct.

A. No change is needed

B. Azure AD Connect

C. Azure AD join

D. Enterprise State Roaming

Answer: B

Explanation:

AD connect, it's not mandatory to have AD FS, you can use Password HAsh Synch or Passthrough
Authentication, but AD Connect is mandatory to synch you on-promises accounts to Azure AD
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/saas-apps/sap-hana-cloud-platformidentity-
authentication-tutorial

New TOpiCI Topic 3, Misc. Questions

QUESTION 17

You plan to migrate an SAP HANA instance to Azure.

You need to gather CPU metrics from the last 24 hours from the instance.
Solution: You query views from SAP HANA Studio.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
SAP HANA Studio -> Administration -> Overview -> CPU Usage.
SAP HANA Studio -> Administration -> Performance -> Load -> [System] CPU.

QUESTION 18

You plan to migrate an SAP HANA instance to Azure.

You need to gather CPU metrics from the last 24 hours from the instance.
Solution: You run SAP HANA Quick Sizer.

Does this meet the goal?

A. Yes
B. No

Answer: B certexam.org



Explanation:

The SAP HANA cockpit provides a single point of access to a range of SAP HANA administration and
monitoring tasks. It is used to monitor and ensure the overall health of the system.

The HANA Monitoring dashboard also visualizes key HANA Metrics of SAP HANA system.
Reference:

https://developers.sap.com/tutorials/dt-monitoring-hana-part1.html
https://www.hanatutorials.com/p/hana-monitoring-dashboard.html

QUESTION 19

You plan to migrate an SAP HANA instance to Azure.

You need to gather CPU metrics from the last 24 hours from the instance.
Solution: You use Monitoring from the SAP HANA Cockpit.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

The SAP HANA cockpit provides a single point of access to a range of SAP HANA administration and
monitoring tasks. It is used to monitor and ensure the overall health of the system.

The HANA Monitoring dashboard also visualizes key HANA Metrics of SAP HANA system.
Reference:

https://developers.sap.com/tutorials/dt-monitoring-hana-part1.html
https://help.sap.com/viewer/afa922439b204e9caf22c78b6b69e412.10.0.0/en-US
https://www.hanatutorials.com/p/hana-monitoring-dashboard.html

QUESTION 20

You have an SAP production landscape on-premises and an SAP development landscape on Azure.

You deploy a network virtual appliance to act as a firewall between the Azure subnet and the onpremises
network.

Solution: You deploy an Azure Standard Load balancer.

Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

QUESTION 21

You have an SAP production landscape on-premises and an SAP development landscape on Azure.

You deploy a network virtual appliance to act as a firewall between the Azure subnet and the onpremises
network.

Solution: You configure route filters for Microsoft peering.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation: certexam.org





