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Topic 1, Litware, Inc

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you
would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included
on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane
to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements.
If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the
Question button to return to the question.

Overview. General Overview

Litware, Inc. is a medium-sized finance company.

Overview. Physical Locations

Litware has a main office in Boston.

Existing Environment. Identity Environment

The network contains an Active Directory forest named Litware.com that is linked to an Azure Active
Directory (Azure AD) tenant named Litware.com. All users have Azure Active Directory Premium P2
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licenses.

Litware has a second Azure AD tenant named dev.Litware.com that is used as a development
environment.

The Litware.com tenant has a conditional acN ess policy named capolicyl. Capolicyl requires that
when users manage the Azure subscription for a production environment by using the Azure portal,
they must connect from a hybrid Azure AD-joined device.

Existing Environment. Azure Environment

Litware has 10 Azure subscriptions that are linked to the Litware.com tenant and five Azure
subscriptions that are linked to the dev.Litware.com tenant. All the subscriptions are in an Enterprise
Agreement (EA).

The Litware.com tenant contains a custom Azure role-based access control (Azure RBAC) role named
Rolel that grants the DataActions read permission to the blobs and files in Azure Storage.

Existing Environment. On-premises Environment

The on-premises network of Litware contains the resources shown in the following table.

Name Type Configuration
SERVER1 Ubuntu 15.04 vitual The vitual machines host a third-party
SERVER2 machines hosted on app named App1
SERVER3 Hyper-V/ App1 uses an external storage solution

that provides Apache Hadoop-
compatible data storage. The data
storage supports POSIX access control
list (ACL) file-level permissions.

SERVER10 Server that runs The server contains a Microsoft SQL
Windows Server 2016 Server instance that hosts two
databases named DB1 and DB2
certexam.org
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Litware has ExpressRoute connectivity to Azure.

Planned Changes and Requirements. Planned Changes

Litware plans to implement the following changes:

Migrate DB1 and DB2 to Azure.

Migrate Appl to Azure virtual machines.

Deploy the Azure virtual machines that will host App1 to Azure dedicated hosts.

Planned Changes and Requirements.

Authentication and Authorization Requirements

Litware identifies the following authentication and authorization requirements:
www.dumpsplanet.com
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Users that manage the production environment by using the Azure portal must connect from a
hybrid Azure AD-joined device and authenticate by using Azure Multi-Factor Authentication (MFA).
The Network Contributor built-in RBAC role must be used to grant permission to all the virtual
networks in all the Azure subscriptions.

To access the resources in Azure, Appl must use the managed identity of the virtual machines that
will host the app.

Rolel must be used to assign permissions to the storage accounts of all the Azure subscriptions.
RBAC roles must be applied at the highest level possible.

Planned Changes and Requirements. Resiliency Requirements

Litware identifies the following resiliency requirements:

Once migrated to Azure, DB1 and DB2 must meet the following requirements:

- Maintain availability if two availability zones in the local Azure region fail.

- Fail over automatically.

- Minimize I/O latency.

Appl must meet the following requirements:

- Be hosted in an Azure region that supports availability zones.

- Be hosted on Azure virtual machines that support automatic scaling.

- Maintain availability if two availability zones in the local Azure region fail.

Planned Changes and Requirements. Security and Compliance Requirements

Litware identifies the following security and compliance requirements:

Once Appl is migrated to Azure, you must ensure that new data can be written to the app, and the
modification of new and existing data is prevented for a period of three years.

On-premises users and services must be able to access the Azure Storage account that will host the
data in Appl.

Access to the public endpoint of the Azure Storage account that will host the Appl data must be
prevented.

All Azure SQL databases in the production environment must have Transparent Data Encryption (TDE)
enabled.

Appl must not share physical hardware with other workloads.

Planned Changes and Requirements. Business Requirements

Litware identifies the following business requirements:

Minimize administrative effort.

Minimize costs.

QUESTION 1

HOTSPOT

You need to ensure that users managing the production environment are registered for Azure MFA
and must authenticate by using Azure MFA when they sign in to the Azure portal. The solution must
meet the authentication and authorization requirements.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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To register the users for Azure MFA, use bt
Azure AD Identity Protection

Security defaults in Azure AD

Per-user MFA in the MFA management Ul

To enforce Azure MFA authenlication, configure -
Grant control in capolicy

Session control in capolicy1

Sign-in nisk policy in Azure AD Identity Protection for the Litware com tenant

Explanation:
To register the users for Azure MFA, use -
Azure AD Identity Protection
Secunty defaulls in Azure AD
Per-user MFA in the MFA management U
To enforce Azure MEA authentication, configure -

Grant control in capolicy
Session control in capolcy
Sign-in risk policy in Azure AD Identity Protection for the Litware com tenant

Answer:

Box 1: Azure AD Identity Protection

Azure AD Identity Protection helps you manage the roll-out of Azure AD Multi-Factor Authentication
(MFA) registration by configuring a Conditional Access policy to require MFA registration no matter
what modern authentication app you are signing in to.

Scenario: Users that manage the production environment by using the Azure portal must connect
from a hybrid Azure AD-joined device and authenticate by using Azure Multi-Factor Authentication
(MFA).

Box 2: Sign-in risk policy...

Scenario: The Litware.com tenant has a conditional access policy named capolicyl. Capolicyl
requires that when users manage the Azure subscription for a production environment by using the
Azure portal, they must connect from a hybrid Azure AD-joined device.

Identity Protection policies we have two risk policies that we can enable in our directory.

Sign-in risk policy

User risk policy

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identityprotection-
configure-mfa-policy
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identityprotection-
configure-risk-policies

QUESTION 2

You plan to migrate Appl to Azure.

You need to recommend a network connectivity solution for the Azure Storage account that will host
the Appl data. The solution must meet the security and compliance requirements.

What should you include in the recommendation?

A. a private endpoint

B. a service endpoint that has a service endpoint policy
C. Azure public peering for an ExpressRoute circuit
D. Microsoft peering for an ExpressRoute circuit

Explanation:

Ar}swer: A ) certexam.org
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the VNet using VPN or ExpressRoutes with private-peering.

Private Endpoint also secure your storage account by configuring the storage firewall to block all
connections on the public endpoint for the storage service.
https://docs.microsoft.com/en-us/azure/expressroute/expressroute-faqs#microsoft-peering

QUESTION 3
You plan to migrate Appl to Azure. The solution must meet the authentication and authorization requirements.
Which type of endpoint should App1 use to obtain an access token?

A. Azure Instance Metadata Service (IMDS)
B. Azure AD

C. Azure Service Management

D. Microsoft identity platform

Explanation:

Answer: D

Scenario: To access the resources in Azure, Appl must use the managed identity of the virtual
machines that will host the app.

Managed identities provide an identity for applications to use when connecting to resources that
support Azure Active Directory (Azure AD) authentication. Applications may use the managed
identity to obtain Azure AD tokens.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azureresources/
overview

QUESTION 4

DRAG DROP

You need to configure an Azure policy to ensure that the Azure SQL databases have TDE enabled. The
solution must meet the security and compliance requirements.

Which three actions should you perform in sequence? To answer, move the appropriate actions from
the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Create an Azure policy definition that uses
the deployifilotExists effect

Create a user-assigned managed identity

Qe

Invoke a remediation task @

Create an Azure policy assignment
Create an Azure policy definiion that uses
the Modify effect

Explanation:
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Create an Azure policy definition that uses
the deploylfNotExists effect

Create an Azure policy assignment

Invoke a remediation task

Answer:

Scenario: All Azure SQL databases in the production environment must have Transparent Data
Encryption (TDE) enabled.

Step 1: Create an Azure policy definition that uses the deployIfNotExists identity.

The first step is to define the roles that deploylfNotExists and modify needs in the policy definition to
successfully deploy the content of your included template.

Step 2: Create an Azure policy assignment

When creating an assignment using the portal, Azure Policy both generates the managed identity

and grants it the roles defined in roleDefinitionlds.

Step 3: Invoke a remediation task

Resources that are non-compliant to a deploylfNotExists or modify policy can be put into a compliant
state through Remediation. Remediation is accomplished by instructing Azure Policy to run the
deploylfNotExists effect or the modify operations of the assigned policy on your existing resources
and subscriptions, whether that assignment is to a management group, a subscription, a resource
group, or an individual resource.

During evaluation, the policy assignment with deployIlfNotExists or modify effects determines if
there are non-compliant resources or subscriptions. When non-compliant resources or subscriptions
are found, the details are provided on the Remediation page.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/how-to/remediate-resources

QUESTION 5

HOTSPOT

You plan to migrate App1 to Azure.

You need to recommend a high-availability solution for Appl. The solution must meet the resiliency requirements.
What should you include in the recommendation? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Number of host groups: -
1
2
3
6
Number of virtual machine scale sets: i
0
1
3

Explanation:
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Number of host groups: -~

N =

Number of virtual machine scale sets: v

W= O

Answer:

Box 1: 3

Scenario: Appl must meet the following requirements:

Be hosted in an Azure region that supports availability zones.

Maintain availability if two availability zones in the local Azure region fail.

A host group is a resource that represents a collection of dedicated hosts. You create a host group in a
region and an availability zone, and add hosts to it.

Use Availability Zones for fault isolation

Availability zones are unique physical locations within an Azure region. Each zone is made up of one
or more datacenters equipped with independent power, cooling, and networking. A host group is
created in a single availability zone. Once created, all hosts will be placed within that zone. To
achieve high availability across zones, you need to create multiple host groups (one per zone) and
spread your hosts accordingly.

Box 2: 1

Scenario: Appl must meet the following requirements:

Be hosted on Azure virtual machines that support automatic scaling.

An Azure virtual machine scale set can automatically increase or decrease the number of VM
instances that run your application. This automated and elastic behavior reduces the management
overhead to monitor and optimize the performance of your application.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/dedicated-hosts
https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/virtual-machine-scale-setsautoscale-
overview

QUESTION 6

HOTSPOT

You plan to migrate Appl to Azure.

You need to estimate the compute costs for Appl in Azure. The solution must meet the security and
compliance requirements.

What should you use to estimate the costs, and what should you implement to minimize the costs?
To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To estimate the costs, use: v
Azure Advisor

The Azure Cost Management Power Bl app

The Azure Total Cost of Ownership (TCQ) calculator

Implement -
Azure Reservations

Azure Hybrid Benefit

Azure Spot Virtual Machine pricing




Explanation:
To estimate the costs, use: v

Azure Advisor
The Azure Cost Management Power Bl app
The Azure Total Cost of Ownership (TCO) calculator

Implement: v
Azure Reservations
Azure Hybrid Benefit
Azure Spot Virtual Machine pricing

Answer:

Box 1: The Azure Total Cost of Ownership (TCO) Calculator

The Total Cost of Ownership (TCO) Calculator estimates the cost savings you can realize by migrating
your workloads to Azure.

Note: The TCO Calculator recommends a set of equivalent services in Azure that will support your
applications. Our analysis will show each cost area with an estimate of your on-premises spend

versus your spend in Azure. There are several cost categories that either decrease or go away
completely when you move workloads to the cloud.

Box 2: Azure Hybrid Benefit

Azure Hybrid Benefit is a licensing benefit that helps you to significantly reduce the costs of running
your workloads in the cloud. It works by letting you use your on-premises Software Assuranceenabled
Windows Server and SQL Server licenses on Azure. And now, this benefit applies to RedHat

and SUSE Linux subscriptions, too.

Scenario:

Litware identifies the following security and compliance requirements:

Once Appl is migrated to Azure, you must ensure that new data can be written to the app, and the
modification of new and existing data is prevented for a period of three years.

On-premises users and services must be able to access the Azure Storage account that will host the
data in Appl.

Access to the public endpoint of the Azure Storage account that will host the Appl data must be
prevented.

All Azure SQL databases in the production environment must have Transparent Data Encryption (TDE)
enabled.

App! must not share physical hardware with other workloads.

Reference:

https://azure.microsoft.com/en-us/pricing/tco/
https://azure.microsoft.com/en-us/pricing/hybrid-benefit/

QUESTION 7

HOTSPOT

You plan to migrate App1 to Azure.

You need to recommend a storage solution for Appl that meets the security and compliance
requirements.

Which type of storage should you recommend, and how should you recommend configuring the
storage? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Storage account type:

Premium page blobs
Premium file shares
Standard general-purpose v2

Configuratian:

NFSv3
Large file shares
Hierarchical namespace

Explanation:

Storage account type:

Premium page blobs
Premium file shares
Standard general-purpose v2

Configuration:

NFSv3
Large file shares
Hierarchical namespace

Answer:

Box 1: Standard general-purpose v2

Standard general-purpose v2 supports Blob Storage.

Azure Storage provides data protection for Blob Storage and Azure Data Lake Storage Gen2.
Scenario:

Litware identifies the following security and compliance requirements:

Once Appl is migrated to Azure, you must ensure that new data can be written to the app, and the
modification of new and existing data is prevented for a period of three years.

On-premises users and services must be able to access the Azure Storage account that will host the
data in Appl.

Access to the public endpoint of the Azure Storage account that will host the App1 data must be
prevented.

All Azure SQL databases in the production environment must have Transparent Data Encryption (TDE)
enabled.

Appl must NOT share physical hardware with other workloads.

Box 2: NFSv3

Scenario: Plan: Migrate Appl to Azure virtual machines.

Blob storage now supports the Network File System (NFS) 3.0 protocol. This support provides Linux
file system compatibility at object storage scale and prices and enables Linux clients to mount a
container in Blob storage from an Azure Virtual Machine (VM) or a computer on-premises.
Reference:

https://docs.microsoft.com/en-us/azure/ storage/blobs/da&f’-'ﬁ?(’)%@fﬂ)r@-overview



QUESTION 8

You migrate Appl to Azure. You need to ensure that the data storage for Appl meets the security and
compliance requirement

What should you do?

A. Create an access policy for the blob

B. Modify the access level of the blob service.
C. Implement Azure resource locks.

D. Create Azure RBAC assignments.

Explanation:

Answer: A

Scenario: Once Appl is migrated to Azure, you must ensure that new data can be written to the app,
and the modification of new and existing data is prevented for a period of three years.

As an administrator, you can lock a subscription, resource group, or resource to prevent other users

in your organization from accidentally deleting or modifying critical resources. The lock overrides any
permissions the user might have.

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/lock-resources

QUESTION 9
HOTSPOT
How should the migrated databases DB1 and DB2 be implemented in Azure?

Database:

A single Azure SQL database
Azure SQL Managed Instance
An Azure SOL Database elastic pool

Service tier:

Hyperscale

Business Critical
General Purpose

Explanation:
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Database:

A single Azure SQL database

Azure SQL Managed Instance
An Azure SOL Database elastic pool

Service tier:

Hyperscale
Business Critical
General Purpose

Answer:

Box 1: SQL Managed Instance

Scenario: Once migrated to Azure, DB1 and DB2 must meet the following requirements:

Maintain availability if two availability zones in the local Azure region fail.

Fail over automatically.

Minimize /O latency.

The auto-failover groups feature allows you to manage the replication and failover of a group of
databases on a server or all databases in a managed instance to another region. It is a declarative
abstraction on top of the existing active geo-replication feature, designed to simplify deployment
and management of geo-replicated databases at scale. You can initiate a geo-failover manually or
you can delegate it to the Azure service based on a user-defined policy. The latter option allows you
to automatically recover multiple related databases in a secondary region after a catastrophic failure
or other unplanned event that results in full or partial loss of the SQL Database or SQL Managed
Instance availability in the primary region.

Box 2: Business critical

SQL Managed Instance is available in two service tiers:

General purpose: Designed for applications with typical performance and I/O latency requirements.
Business critical: Designed for applications with low I/O latency requirements and minimal impact of
underlying maintenance operations on the workload.

Reference:

https://docs.microsoft.com/en-us/azure/azure-sql/database/auto-failover-group-overview
https://docs.microsoft.com/en-us/azure/azure-sql/managed-instance/sql-managed-instance-paasoverview

QUESTION 10

You need to implement the Azure RBAC role assignments for the Network Contributor role. The
solution must meet the authentication and authorization requirements.

What is the minimum number of assignments that you must use?

ogQwp»

.1
.2
.5
. 10
15

T

Explanation: certexam.org



Answer: A

Scenario: The Network Contributor built-in RBAC role must be used to grant permissions to the
network administrators for all the virtual networks in all the Azure subscriptions.

RBAC roles must be applied at the highest level possible.

QUESTION 11

HOTSPOT

You plan to migrate DB1 and DB2 to Azure.

You need to ensure that the Azure database and the service tier meet the resiliency and business
requirements.

What should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Database:

A single Azure SOL database
Azure 50 Managed Instance
An Azure SUL Database elastic pool

Service lier
Hyperscale
Business Critical
General Purpose
Explanation:
Answer Area
Dratabase:  Azure SCOL Managed Instance bl
Service tier: | General Purpose ™
Answer:
New TOplCZ Topic 2, Fabrikam, inc Case Study A
Overview:

Existing Environment
Fabrikam, Inc. is an engineering company that has offices throughout Europe. The company has a
main office in London and three branch offices in Amsterdam Berlin, and Rome.

Active Directory Environment:

The network contains two Active Directory forests named corp.fabnkam.com and rd.fabrikam.com.
There are no trust relationships between the forests. Corp.fabrikam.com is a production forest that
contains identities used for internal user and computer authentication. Rd.fabrikam.com is used by
the research and development (R&D) department only. The R&D department is restricted to using
on-premises resources only.

Network Infrastructure:

Each office contains at least one domain controller from the corp.fabrikam.com domain. The main
office contains all the domain controllers for the rd.fabrikam.com forest.

All the offices have a high-speed connection to the Internet.

An existing application named WebAppl1 is hosted in the data center of the London office. WebApp1
is used by customers to place and track orders. WebAppl has a web tier that uses Microsoft Internet
Information Services (IIS) and a database tier that runs Microsoft SQL Server 2016. The web tier and
the database tier are deployed to virtual machines that run on Hyper-V.

The IT department currently uses a separate Hyper-V environment to test updates to WebAppl.
Fabrikam purchases all Microsoft licenses through a Microsoft Enterprise Agreement that includes
Software Assurance.

Problem Statement:

The use of Web Appl is unpredictable. At peak times, users often report delays. At other times, many
resources for WebApp1 are underutilized.

. certexam.or
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Planned Changes:

Fabrikam plans to move most of its production workloads to Azure during the next few years.
As one of its first projects, the company plans to establish a hybrid identity model, facilitating an
upcoming Microsoft Office 365 deployment

All R&D operations will remain on-premises.

Fabrikam plans to migrate the production and test instances of WebAppl to Azure.

Technical Requirements:

Fabrikam identifies the following technical requirements:

Web site content must be easily updated from a single point.

User input must be minimized when provisioning new app instances.

Whenever possible, existing on premises licenses must be used to reduce cost.

Users must always authenticate by using their corp.fabrikam.com UPN identity.

Any new deployments to Azure must be redundant in case an Azure region fails.

Whenever possible, solutions must be deployed to Azure by using platform as a service (PaaS).
An email distribution group named IT Support must be notified of any issues relating to the
directory synchronization services.

Directory synchronization between Azure Active Directory (Azure AD) and corp.fabhkam.com must
not be affected by a link failure between Azure and the on premises network.

Database Requirements:

Fabrikam identifies the following database requirements:

Database metrics for the production instance of WebApp1 must be available for analysis so that
database administrators can optimize the performance settings.

To avoid disrupting customer access, database downtime must be minimized when databases are
migrated.

Database backups must be retained for a minimum of seven years to meet compliance
requirement

Security Requirements:

Fabrikam identifies the following security requirements:

*Company information including policies, templates, and data must be inaccessible to anyone
outside the company

*Users on the on-premises network must be able to authenticate to corp.fabrikam.com if an Internet
link fails.

* Administrators must be able authenticate to the Azure portal by using their corp.fabrikam.com
credentials.

* All administrative access to the Azure portal must be secured by using multi-factor authentication.
*The testing of WebApp1 updates must not be visible to anyone outside the company.

QUESTION 12

HOTSPOT

To meet the authentication requirements of Fabrikam, what should you include in the solution? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Minimum number of Azure AD tenants: v

0
1
2
3
4
Minimum number of custom domains to add: v

0
1
¥
3
4

Minimum number of conditional access policies to create: v
0
1
2
3
A

Answer:

Explanation:

1

1

0

QUESTION 13
You need to recommend a data storage strategy for WebApp1.
What should you include in in the recommendation?

A. an Azure SQL Database elastic pool

B. a vCore-based Azure SQL database

C. an Azure virtual machine that runs SQL Server
D. a fixed-size DTU AzureSQL database.

Answer: B
Explanation:

QUESTION 14
You need to recommend a strategy for migrating the database content of WebAppl to Azure. What
should you include in the recommendation?

A. Use Azure Site Recovery to replicate the SQL servers to Azure.

B. Use SQL Server transactional replication.

C. Copy the BACPAC file that contains the Azure SQL database file to Azure Blob storage.
D. Copy the VHD that contains the Azure SQL database files to Azure Blob storage

Explanation:
certexam.org



Answer: D

Before you upload a Windows virtual machine (VM) from on-premises to Azure, you must prepare
the virtual hard disk (VHD or VHDX).

Scenario: WebAppl has a web tier that uses Microsoft Internet Information Services (IIS) and a
database tier that runs Microsoft SQL Server 2016. The web tier and the database tier are deployed
to virtual machines that run on Hyper-V.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/prepare-for-upload-vhd-image

QUESTION 15
You need to recommend a strategy for the web tier of WebApp1. The solution must minimize What
should you recommend?

A. Create a runbook that resizes virtual machines automatically to a smaller size outside of business
hours.

B. Configure the Scale Up settings for a web app.

C. Deploy a virtual machine scale set that scales out on a 75 percent CPU threshold.

D. Configure the Scale Out settings for a web app.

Answer: A
Explanation:
QUESTION 16

HOTSPOT
You design a solution for the web tier of WebApp1 as shown in the exhibit.

Q

Traffic Manager

. .

. North Europe ; . West Europe |
Azure Web App Azure Web App
Foreachof thefollowmg statements, ‘select Yes if the statement is true. Otherwise, select No.
Statements Yes No
The design supports the technical requirements for redundancy. O O
The design supports autoscaling ®

The design requires a manual configuration if an Azure region fails. O

. certexam.or
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Statements Yes No

The design supports the technical requirements for redundancy . O
The design supports autoscaling @) '®)
The design requires a manual configuration if an Azure region fails. O O
Answer:
Box 1: Yes

Any new deployments to Azure must be redundant in case an Azure region fails.

Traffic Manager uses DNS to direct client requests to the most appropriate service endpoint based on
a traffic-routing method and the health of the endpoints. An endpoint is any Internet-facing service
hosted inside or outside of Azure. Traffic Manager provides a range of traffic-routing methods and
endpoint monitoring options to suit different application needs and automatic failover models.
Traffic Manager is resilient to failure, including the failure of an entire Azure region.

Box 2: Yes

Recent changes in Azure brought some significant changes in autoscaling options for Azure Web Apps
(i.e. Azure App Service to be precise as scaling happens on App Service plan level and has effect on
all Web Apps running in that App Service plan).

Box 3: No

Traffic Manager provides a range of traffic-routing methods and endpoint monitoring options to suit
different application needs and automatic failover models. Traffic Manager is resilient to failure,
including the failure of an entire Azure region.

Reference:

https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-overview
https://blogs.msdn.microsoft.com/hsirtl7/07/03/autoscaling-azure-web-apps/

QUESTION 17
You need to recommend a solution to meet the database retention requirement. What should you
recommend?

A. Configure a long-term retention policy for the database.
B. Configure Azure Site Recovery.

C. Configure geo replication of the database.

D. Use automatic Azure SQL Database backups.

Explanation:

Answer: A

https://docs.microsoft.com/en-us/azure/azure-sql/database/long-term-retention-overview

In Azure SQL Database, you can configure a database with a long-term backup retention policy (LTR)
to automatically retain the database backups in separate Azure Blob storage containers for up to 10
years

QUESTION 18
What should you include in the identity management strategy to support the planned changes?

A. Move all the domain controllers from corp.fabrikam.com to virtual networks in Azure.
B. Deploy domain controllers for corp.fabrikam.com to virtual networks in Azure.

C. Deploy a new Azure AD tenant for the authentication of new R&D projects.

D. Deploy domain controllers for the rd.fabrikam.com forest to virtual networks in Azure.

. certexam.org
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Answer: B

Directory synchronization between Azure Active Directory (Azure AD) and corp.fabrikam.com must
not be affected by a link failure between Azure and the on-premises network. (This requires domain
controllers in Azure)

Users on the on-premises network must be able to authenticate to corp.fabrikam.com if an Internet
link fails. (This requires domain controllers on-premises)

QUESTION 19

HOTSPOT

You are evaluating the components of the migration to Azure that require you to provision an Azure
Storage account.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
You must provision an Azure Storage account for the
50L Server database migration. £ O
You must provision an Azure Storage account for the O O
Web site content storage.
You must provision an Azure Storage account for the O O
Database metric monitoring.
Explanation:
Statements Yes No
You must provision an Azure Storage account for the : O
5QL Server database migration, O
You must provision an Azure Storage account for the O O
Web site content storage.
You must provision an Azure Storage account for the O O
Database metric monitoring.
Answer:
QUESTION 20

You need to recommend a notification solution for the IT Support distribution group.
What should you include in the recommendation?

A. Azure Network Watcher

B. an action group

C. a SendGrid account with advanced reporting
D. Azure AD Connect Health

Explanation:

Answer: D
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-health-operations
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Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you
would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included
on this exam in the time provided. certexam.org

To answer the questions included in a case study, you will need to reference information that is





