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Question 1:
From the below-given list, choose the application partition(s) that is/are created by default when a domain controller is
configured to host Active Directory integrated DNS zones.

A. A. domainDnsZones

B. B. forestDnsZones

C. C. SchemaDnsZones

D. D. trustDnsZones

E. E. All of these

Correct Answer:A,B

Explanation
Correct Answers: A and B

By default, when a domain controller is configured to host Active Directory-integrated DNS zones, 2 separate
application partitions, forestDnsZones and domainDnsZones are created. The domainDnsZones partition consists of
domain-specific DNS records and its replication scope contains other AD DS domain controllers that host the DNS
Server role.

Option A is correct. forestDnsZones and domainDnsZones are the application partitions that are created when a domain
controller is configured to host Active Directory integrated DNS zones.

Option B is correct. forestDnsZones and domainDnsZones are the application partitions that are created when a domain
controller is configured to host Active Directory integrated DNS zones.

Option C 1s incorrect. SchemaDnsZones is not the valid application partition that is created.
Option D is incorrect. There is nothing like trustDnsZones as an application partition.

Option E is incorrect. forestDnsZones and domainDnsZones are the application partitions that are created when a domain
controller is configured to host Active Directory integrated DNS zones.

Reference:
To know more about custom AD DS partitions, please visit the below-given link:

https://docs.microsoft.com/en-us/leam/modules/manage-advanced-features-of-ad-ds/5-create-custom-ad-ds-partitions

Question 2:
While creating a forest trust, the scope of authentication of trusted security principals depends on the choice of
authentication mode. Which of the following is/are the valid modes of authentication for a forest trust?

A. A. Forest-wide authentication

B. B. Forest-cross authentication

C. C. Selective authentication

D. D. Biometric authentication

Correct Answer:A,C

Explanation
Correct Answers: A and C
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While creating a forest trust, you can manage the scope of authentication of trusted security principals. For a forest trust,
two possible modes of authentication are:

Forest-wide authentication.

Selective authentication.

[f you choose forest-wide authentication, it will enable all users in the trusted forest to authenticate for services and
access on all computer systems in the trusting forest. On the other hand with selective authentication, users in the trusted
forest aren't considered Authenticated Users in the trusting forest.

Option A is correct. Forest-wide authentication is a valid authentication mode for a forest trust.

Option B is incorrect. Forest-cross authentication is not a valid authentication mode.

Option C is correct. Selective authentication is a valid authentication mode for an external or forest trust.

Option D is incorrect. Biometric authentication is not a valid mode of authentication for a forest trust.

Reference:

To know more about creating trust relationships, please visit the below-given link:

https://docs.microsoft.com/en-us/learn/modules/manage-ad vanced-features-of-ad-ds/2-create-trust-relationships

Question 3:

Which of the following is/are not a valid task in the lifecycle of a server farm using the gMSA feature? (Select all that
are applicable)

Deploy a new server farm

Configure the object replication

Add member hosts to an existing server farm
Decommission member hosts from an existing server farm
Decommission an existing server farm

Correct Answer: B

Explanation

Correct Answer: B

mooOwy

The lifecycle of a server farm utilizing the gMSA feature generally includes the following tasks:

e Deploying a new server farm

Adding member hosts to an existing server farm
e Decommissioning member hosts from an existing server farm

e Decommissioning an existing server farm

Removing a compromised member host from a server farm if required.
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Option A is incorrect. The given task is an important task in the lifecycle of a server farm using gMSA feature.
Option B is correct. Configuring object replication is not a valid step.

Option C is incorrect. Adding member hosts to an existing server farm is a valid step in the lifecycle of a server farm
using gMSA feature.

Option D is incorrect. The given task is valid.

Option E is incorrect. The given task is one of the five tasks that generally is a part of the lifecycle of a server farm using
the gMSA feature.

Reference:
To know more about Group Managed Service Accounts, please visit the below-given link:

https://docs.microsoft.com/en-us/windows-server/security/group-managed-service-accounts/getting-started-with-group-
managed-service-accounts

Question 4:
You’ve recently joined the company “NARG” as an administrator. You’ve been asked to assign the role of AAD DC
Administrator group member to the client’s team members. You also need to inform them about the tasks they won’t be
able to perform. Which of the following tasks can’t be performed by the members of the AAD DC Administrators group
on the Azure AD DS—-managed domain? (Select all that are applicable)

A. Administering DNS on the managed domain

B. Creating and administering custom OUs on the managed domain

C. Extending the schema for the managed domain

D. Adding domain controllers to the managed domain

E. Gaining administrative access to computer systems linked to the managed domain

Correct Answer: C,D

Explanation
Correct Answers: C and D

Members of the AAD DC Administrators group can perform the below-given tasks on the Azure AD DS-managed
domain:

¢ Configure the built-in GPO for the containers AADDC Computers and AADDC Users, in the managed domain.
e Administer DNS on the managed domain.
¢ Create and administer custom OUs on the managed domain.

¢ Gain administrative access to computers joined to the managed domain.

However, as the DS—managed domain is locked down, these members won’t have privileges to accomplish some specific
administrative tasks on the domain. Examples of such tasks are:

e Extend the schema of the managed domain.
e Connect to domain controllers for the managed domain using Remote Desktop.
e Add domain controllers to the managed domain.

e Employ Domain Administrator or Enterprise Administrator privileges for the managed domain.
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Option A is incorrect. The members of the AAD DC Administrators group can administer DNS on the managed domain.
Option B is incorrect. The members of the AAD DC Administrators group can perform the given task.

Option C is correct. The members of the AAD DC Administrators group are not capable of extending the schema for the
managed domain.

Option D is correct. The members of the AAD DC Administrators group can’t perform the given task.

Option E is incorrect. The members of the AAD DC Administrators group can gain administrative access to the
computers linked to the managed domain.

Reference:

To know more about configuring and administering an Azure Active Directory Domain Services managed domain,
please visit the below-given link:

https://docs.microsoft.com/en-us/azure/active-directory-domain-services/tutorial-create-management-vm

Question S:
One of your friends does not have enough experience with Azure Active Directory Connect. He has installed Azure AD
Connect and now he asks you if he should change the service account for Azure AD Connect. What would you suggest
to him?

A. Yes

B. No

Correct Answer: B

Explanation
Correct Answer: B

MSOL <id>and AAD_<id> are the accounts created during Azure AD Connect configuration. AAD_<id> is the service
account for the synchronization engine. This account is created with a random complex password which is automatically
configured to never expire.

It is advised to never change the service account for Azure Active Directory Connect after Azure AD Connect is
installed because Azure AD Connect always tries to run through the account created during setup. If this account is
changed, Azure AD Connect is likely to stop running and the scheduled synchronizations will occur no longer.
Reference:

To know more about Azure Active Directory integration, please visit the below-given link:

https://docs.microsoft.com/en-us/learn/modules/implement-hybrid-identity-windows-server/03-plan-azure-active-
directory-integration

Question 6:

The Group Policy template and the Group Policy container both replicate between all domain controllers in the local
domain in AD DS. Which of the following statement(s) is/are true about their replication mechanism?

Statement 1: The Group Policy container in AD DS replicates by utilizing DRA (Directory Replication Agent).
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Statement 2: The Group Policy template in the SYSVOL replicates by utilizing DFS-R (Distributed File System
Replication).

A. Only Statement 1
B. Only Statement 2
C. Both Statement 1 and Statement 2
D. None of the statements
Correct Answer: C
Explanation
Correct Answer: C

The Group Policy container in AD DS replicates by using DRA whereas the Group Policy template in the SYSVOL
(System Volume) replicates by using DFS-R. Because both the Group Policy template and Group Policy container
replicate separately, they might become out-of-sync for a short time.

Option A is incorrect. Not only statement 1 but statement 2 is also correct.

Option B is incorrect. Not only statement 2 but statement | is also correct.

Option C is correct. Both statement 1 and statement 2 are correct.

Option D is incorrect. Both statement 1 and statement 2 are correct.

Reference:

To know more about the components of GPO, please visit the below-given link:

https://docs.microsoft.com/en-us/learn/modules/implement-group-policy-objects/6-define-gpo-storage

Question 7:
You are an administrator, responsible for managing the servers and IT infrastructure. Your team lead asked you to work
on the component that is responsible for the configuration state of the resource. Which of the following components of
DSC contains the code that defines and applies the desired configuration state of the resource?

A. Configurations

B. Resources

C. LCM

D. Objects

Correct Answer: B
Explanation
Correct Answer: B

DSC is a PowerShell based management platform that can be used to manage your servers and [T infrastructure. DSC

has three components known as Configurations, Resources and LCM. The following table describes the three
components:
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Component Description

Configurations Declarative PowerShell scripts that configure and define your resources. When the configuration runs, DSC applies
the configuration as defined. This ensures that the target resource, in this case, a server, is in the defined state. It is
the Local Configuration Manager (LCM) which applies and maintains these configurations.

Resources Contain the code that defines and applies the desired configuration state of the resource.

LCM Is the engine that DSC uses to apply the configurations. Periodically, the LCM verifies the state of the system, and
where necessary, calls to the code in resources to reapply the desired state.
Option A is incorrect. Configurations include declarative PowerShell scripts which configure and define your resources.

Option B is correct. Resources is that component of DSC that contains the code which defines and applies the desired
configuration state of the resource.

Option C is incorrect. The LCM is the engine that DSC uses to apply the configurations.

Option D is incorrect. Objects are not a valid component of DSC.

Reference:

To know more about using DSC to configure Windows Server, please visit the below-given link:

https://docs.microsoft.com/en-us/leam/modules/perform-post-installation-configuration-of-windows-server/4-use-dsc-to-
configure-windows-server

Question 8:
Which of the following tabs on the Access Control (IAM) page would you use to review blocked users that have been
prevented from performing particular actions, even if a role assignment grants them the needed access?

Check access
Role assignments
Deny assignments
Classic administrators
. Roles

Correct Answer: C
Explanation
Correct Answer: C

Mo Ow >

The access control page has the following 5 tabs: Check access, Role assignments, Deny assignments, classic
administrators and Roles.
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Out of these tabs, the Deny assignments tab is used to review blocked users that have been prevented from doing
particular actions, even if a role assignment grants them the needed access.

Option A is incorrect. Check access tab is used to add a role assignment on the resource, review role assignments, and
view deny assignments.

Option B is incorrect. The role assignments tab is used to review the current role assignments and make the
modifications as required.

Option C is correct. Deny assignments tab is used to review blocked users that have been prevented from doing
particular actions, even if a role assignment grants them the needed access.

Option D is incorrect. The classic administrators tab is used to review the classic administrators in the organization.
Option E is incorrect. The roles tab is used to assign user accounts to the built-in roles.

Reference:

To know more about Restrict access with RBAC, please visit below-given link:

https://docs.microsoft.com/en-us/learn/modules/manage-hybrid-workloads-azure-arc/6-restrict-access-role-based-access-
control

&
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Question 9:
You want to create “point in time” images of a virtual machine (VM) which can be restored later on, in such a way that
is completely supported for all production workloads. Which of the following checkpoints would you use?

Disabled checkpoints

Production checkpoints

Standard checkpoints

Cross checkpoint

Correct Answer: B

Explanation
Correct Answer: B

Production checkpoints allow the users to easily create “point in time” images of a VM which later on can be restored in
such a way that is completely supported for all production workloads. It is accomplished by using backup technology
inside the guest for creating the checkpoint rather than using saved state technology. In production checkpoints, the
VSS(Volume Snapshot Service) is used inside Windows VMs, whereas Linux VMs flush their file system buffers for
creating a file system consistent checkpoint.

Option A is incorrect. Disabled is an option in Hyper-V that disables the check-pointing capability on the Virtual
machine.

Option B is correct. These checkpoints are application consistent images/snapshots of a VM.

Option C is incorrect. With these checkpoints, all of the m/m state of running apps gets stored so that when the
checkpoint is applied, it’s back in the same state.

Option D is incorrect. Cross checkpoints are not a valid option.
Reference:
To know more about checkpoint options in Microsoft Virtual Machine Manager, please visit the below-given link:

https://techcommunity microsoft.com/t5/system-center-blog/the-new-checkpoint-options-in-microsoft-virtual-machine-
manager/ba-p/351221

Question 10:

As an administrator, which of the following tools would you employ to generalize a Windows VM in preparation for
creating a managed image in Azure?

certutil.exe

Dcdiag.exe

NtdsUtil.exe

Sysprep.exe

Correct Answer: D

Explanation

Correct Answer: D

oOwp

Sysprep.exe tool is used to generalize a Windows VM. Below are the steps to be followed to run Sysprep.exe:
Sign-in to the Windows VM.

Open an elevated Command Prompt. certexam.org



Go to the folder C:\windows\system32\sysprep.
Run sysprep.exe.

Option A is incorrect. certutil.exe is used to compare a downloaded file with the hash file that has been provided by the
vendor.

Option B is incorrect. Dcdiag.exe is the tool used to monitor and troubleshoot replication.

Option C is incorrect. NtdsUtil.exe is a command-line tool that is used to create and manage AD DS partitions.
Option D is correct. Sysprep.exe tool is used to generalize a Windows VM.

Reference:

To know more about creating a generalized image, please visit the below-given link:

https://docs.microsoft.com/en-us/leam/modules/customize-windows-server-iaas-virtual-machine-images/2-create-
generalized-image

Question 11:
You are the administrator in Amazon company. You need to ensure that clients could validate the authenticity of DNS
records in various primary zones that have been hosted on DNS servers in your company. What would enable you to
meet the goal?

A. Zone transfers

B. DNSSEC

C. Secure dynamic updates

D. Aging and scavenging

Correct Answer: B
Explanation
Correct Answer: B

DNSSEC (Domain Name System Security Extensions) uses public-key cryptography to digitally sign the records for
DNS lookup. It ensures that the received DNS records are authentic and haven't been tampered with.

Option A is incorrect. Zone transfers can be configured for authorizing which servers can do zone transfers for a DNS
zone.

Option B is correct. DNSSEC is used to ensure the authenticity of DNS records.

Option C is incorrect. Secure dynamic updates are used to make sure that the records in a DNS zone can be updated only
by the authorized hosts. It doesn’t allow the clients to decide the authenticity of the outcomes/results of a DNS query.

Option D is incorrect. Aging and scavenging is used to ensure that stale records are deleted from a zone on a regular
basis. Aging and scavenging can’t be used to validate the records’ authenticity.

Reference:

To know more about DNSSEC, please visit the below-given link:
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https://techcommunity.microsoft.com/t5/exchange-team-blog/support-of-dane-and-dnssec-in-office-365-exchange-
online/ba-p/1275494

Question 12:

An Active Directory Domain consists of 2 DHCP servers known as DHCP1 and DHCP2 which run Windows Server
2016. You have installed the IPAM Server feature on a member server known as Serverl and run Invoke-
IpamGpoProvisioning PowerShell cmdlet.

Now, you want to manage both DHCP servers by utilizing IPAM on Serverl.

Which of the following actions won’t you need to perform?

A. Configuring the server discovery
B. Provisioning the IPAM server
C. Installing the IPAM client feature
D. Setting the manageability status of the server
Correct Answer: C
Explanation
Correct Answer: C

The Invoke-IpamServerProvisioning PowerShell cmdlet installs and configures IPAM (IP Address Management) server
components on the host on which this cmdlet is run. You don’t need to install the IPAM client feature.

Option A is incorrect. You need to launch the server discovery task for retrieving a list of DNS servers, domain
controllers, and DHCP servers from Active Directory.

Option B is incorrect. Provisioning the IPAM server is another step you need to perform.
Option C is correct. You don’t need to install the IPAM client feature.

Option D is incorrect. You need to choose role services and servers to manage from the list of exposed servers shown in
the server inventory.

Reference:
To know more about IP Address Management, please visit the below-given link:

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-
2012/jj878313(v=ws.11)

Question 13:
Fill in the blank to complete the sentence.

For authentication, the Application Proxy connectors utilize KCD (Kerberos Constrained Delegation) to
authenticate the users to the Kerberos application.
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Header-based authentication

Forms- or password-based authentication
SAML authentication

Integrated Windows Authentication (IWA)
Correct Answer: D

Explanation

t time they access it.

oOw >

Option C is incorrect. This type of authentication is supported for apps that utilize either SAML 2.0 or WS-Federation
protocols.

Option D is correct. For IWA | the Application Proxy connectors utilize KCD to authenticate users to the Kerberos
application.

Reference:

To know more about using Azure AD Application Proxy to publish on-premises apps for remote users, please visit the
below-given link:

https://docs.microsoft.com/en-us/azure/active-directory/app-proxy/what-is-application-proxy?WT.mc_id=ravikirans

Question 14:

You’ve recently joined an organization as an administrator and your manager has asked you to deploy Azure file shares
on HDD based hardware. Which of the following storage accounts would you use to deploy Azure file shares on
standard/hard disk-based (HDD-based) hardware?

FileStorage storage accounts

General purpose version 2 (GPv2) storage accounts
BlockBlobStorage accounts

BlobStorage storage accounts

Correct Answer: B

Explanation

Correct Answer: B

OO w»

General purpose version 2 (GPv2) storage accounts allow you to deploy Azure file shares on standard/hard disk-based
(HDD-based) hardware. Additionally, GPv2 storage accounts can also store other storage resources like blob containers,
tables or queues.

Option A is incorrect. FileStorage storage accounts allow the users to deploy Azure file shares on premium/solid-state
disk-based (SSD-based) hardware.

Option B is correct. General purpose version 2 (GPv2) storage accounts allow you to deploy Azure file shares on
standard/hard disk-based (HDD-based) hardware.

Option C is incorrect. BlockBlobStorage accounts can’t contain Azure file shares.
Option D is incorrect. BlobStorage storage accounts can’t contain Azure file shares.

Reference:
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To know more about Planning for an Azure File Sync deployment, please visit the below-given link:

https://docs.microsoft.com/en-us/azure/storage/file-sync/file-sync-planning#distributed-file-system-dfs

Question 15:
Cross-tenant object replication is by default allowed for a storage account. But you want to prevent replication across
tenants. Which of the following properties would you set to false to disallow cross-tenant object replication for your
storage accounts?

A. AllowCrossTenantReplication property

B. AllowCrossTenantObjectsReplication property

C. AllowReplication Property

D. AllowTenantReplication Property

Correct Answer: A

Explanation
Correct Answer: A

For preventing object replication across Azure AD tenants, AllowCrossTenantReplication property for the storage
account should be set to false. If a storage account doesn't currently participate in any cross-tenant object replication
policy, then setting the AllowCrossTenantReplication property to false will prevent future configuration of cross-tenant
object replication policies with this storage account as the destination or source.

Option A is correct. It is the AllowCrossTenantReplication property that should be set to false to disallow cross-tenant
object replication for your storage accounts.

Option B is incorrect. AllowCrossTenantObjectsReplication is not a valid property to set.
Option C is incorrect. AllowReplication Property is not the right property to be set to false.
Option D is incorrect. AllowTenantReplication is not a valid property.

References:

To know more about object replication for block blobs, please visit the below-given link:
https://docs.microsoft.com/en-us/azure/storage/blobs/object-replication-configure

https://docs.microsoft.com/en-us/azure/storage/blobs/object-replication-prevent-cross-tenant-policies

Question 16:

You have been hired as the networking administrator in Amazon company. There is one user account that is required to
be moved very often between the Sales & Marketing groups. But you notice that the changes aren't working. Which of
the following Flexible Single Master Operation (FSMO) roles might be responsible?

Infrastructure Master Role

Domain Naming Master Role

Schema Master Role

RID Role

Correct Answer: A certexam.org
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Explanation
Correct Answer: A

The Infrastructure Master role should be held by a Domain Controller that isn’t a Global Catalog server (GC). If the IM
role runs on a GC server it will halt updating object information because it doesn’t have any references to objects that it
doesn’t hold.

Additionally, the Infrastructure master doesn’t make changes often.

Option A is correct. As Infrastructure Master Role doesn't make changes often, it might be responsible for the said issue
in the scenario.

Option B is incorrect. Domain Naming Master Role can’t be responsible for the said issue.

Option C is incorrect. Infrastructure Master role, not Schema Master Role might be the possible reason.
Option D is incorrect. RID role is not the right answer.

References:

To know more about various FSMO Roles, please visit the below-given links:
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/fsmo-roles

https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/transfer-or-seize-fsmo-roles-in-ad-ds

Question 17:
You are chairing a team session where you are discussing with your team members important points to be considered
while deploying AD domain controllers in Azure. In between, will you suggest your team members to shut down an AD
domain controller VM through the Azure portal?

A. Yes

B. No

Correct Answer: B

Explanation
Correct Answer: B

[t is always advised not to use Azure portal to turn off the AD domain controller virtual machine. However, you can use
the guest operating system to turn off and start again. If you use the Azure portal to turn off the AD domain controller
virtual machine, it will delicate the Azure VM, which will reset both VM invocationID and GenerationID of the Active
Directory repository.

It further results in discarding the Azure Directory Domain Services RID (Relative Identifier) pool. It also non-authorize
the sysvol folder. You may even need to reconfigure the whole domain controller.

Reference:
To know more about deploying AD DS in an Azure virtual network, please visit the below-given link:

https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/identity/adds-extend-domain
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Question 18:
Which of the following cmdlet would you use in PowerShell to domain-join a VM without connecting to it and manually
configuring the connection?

Set-AzVmAdDomainConfig
Set-AzVmAdDomainExtension
Set-AzVmConnectDomainExtension
Set-AzVmAdDomainManualConfig
Correct Answer: B

O0Ow>

Explanation
Correct Answer: B

To domain-join a VM without connecting to it and manually configuring the connection, you can utilize the Set-
AzVmAdDomainExtension Azure PowerShell cmdlet.

Option A is incorrect. Set-AzVmAdDomainConfig is not a valid cmdlet for the said purpose.

Option B is correct. Set-AzVmAdDomainExtension is used to domain-join a VM without connecting to it and manually
configuring the connection.

Option C is incorrect. Set-AzVmConnectDomainExtension is not the right cmdlet.

Option D is incorrect. Set-AzVmAdDomainManualConfig can’t be used to domain-join a VM without connecting to it
and manually configuring the connection.

Reference:

To know more about joining a Windows Server VM to an Azure AD Domain Services managed domain, please visit the
below-given link:

https://docs.microsoft.com/en-us/azure/active-directory-domain-services/join-windows-vm

Question 19:

Your company network is made up of 2 on-premises AD forests named powlene.com and marico.com. Forest
powlene.com has 1 domain and 5 domain controllers (DCs) while marico.com consists of the domains as demonstrated
in the table below.

Name

Number of Domain Controllers

Marico.com

2

East.marico.com

. certexam.org
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You have been tasked to synchronize users from powlene.com and marico.com to a common Azure Active Directory
tenant through Azure Active Directory Connect.

How many Azure Active Directory Connect sync servers would you need (at least) to perform the task?

Mmoo
NWHAO

Correct Answer: E
Explanation
Correct Answer: E

You can have only 1 active Azure Active Directory Connect server synchronizing accounts to a common Azure Active
Directory tenant. You can have backup Azure Active Directory Connect servers, but they must be running in staging
mode.

When there are multiple forests, it must be possible to reach all the forests by a common Azure AD Connect sync server.
This server needs to be linked to a specific domain. If required, the server can be placed in a secure network, so it will
allow reaching all the forests.

Option A is incorrect. At a minimum, there is a need for only 1 Azure Active Directory Connect sync server.

Option B is incorrect. | Azure Active Directory Connect sync server would be enough to perform the task.

Option C is incorrect. At a minimum, there is a need for only 1 Azure Active Directory Connect sync server.

Option D is incorrect. You can have only 1 active Azure Active Directory Connect server synchronizing accounts to a
common Azure Active Directory tenant. Also, you can have backup Azure AD Connect servers, but they must be
running in staging mode.

Option E is correct. 1 Azure Active Directory Connect sync server would be enough to perform the task.

Reference:

To know more about various topologies for Azure Active Directory Connect, please visit the below-given link:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-topologies#multiple-forests-single-azure-
ad-tenant

Question 20:
Which of the following tools helps the users in identifying and remediating the object synchronization errors or issues
like malformed or duplicate proxy Addresses and userPrincipalName in the Active directory?

A. ADModify.NET tool

B. Repadmin.exe tool

C. Dsdiag.exe tool certexam.org





