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QUESTION 1 
What is a security alert in Microsoft Defender for Endpoint? 

A. A notification that an attack has occurred or is in progress
B. A notification that a security misconfiguration has been detected
C. A notification that a user has attempted to access unauthorized data
D. A notification that a software update is available for an endpoint

Answer: A 

Explanation:  
A security alert in Microsoft Defender for Endpoint is a notification that an attack has occurred or is in 
progress. 

QUESTION 2 
What is Microsoft Stream in Microsoft 365? 

A. A video streaming service
B. A feature for configuring user access to Microsoft 365 services
C. A file storage service
D. A virtualization service for hosting virtual machines

Answer: A 

Explanation:  
Microsoft Stream is a video streaming service that allows users to securely share and stream live or ondemand 
video content within their organization. 

QUESTION 3 
What is Microsoft Defender for Endpoint? 

A. Cloud platform
B. Endpoint protection platform
C. Anti-virus software
D. Firewall software

Answer: B 

Explanation:  
Microsoft Defender for Endpoint is a holistic endpoint security solution for preventing, detecting, 
investigating, and responding to advanced threats on endpoints. 

QUESTION 4 
What is the main benefit of using Azure AD Group Policy? 

A. It provides a way to enforce compliance policies for all users.
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B. It enables administrators to apply settings to multiple users or devices at once.
C. It enables multifactor authentication for all users.
D. It provides a centralized system for managing authentication.

Answer: B 

Explanation:  
Azure AD Group Policy enables administrators to apply settings to multiple users or devices at once, 
which saves time and ensures consistency across the organization. 

QUESTION 5 
What is a Microsoft 365 tenant? 

A. A user account in Microsoft 365
B. A collection of services and resources in Microsoft 365
C. A type of license for Microsoft products
D. A group of virtual machines in a data center

Answer: B 

Explanation:  
A Microsoft 365 tenant is a collection of services and resources like users, groups, licenses, and 
subscriptions that are managed together. 

QUESTION 6 
What is threat and vulnerability management (TVM)? 

A. A technology that identifies and prioritizes security threats and vulnerabilities
B. A technology that provides identity and access management (IAM) capabilities
C. A technology that encrypts network traffic between endpoints
D. A technology that prevents successful cyber attacks

Answer: A 

Explanation:  
Threat and vulnerability management (TVM) is a technology that identifies and prioritizes security threats 
and vulnerabilities. 

QUESTION 7 
What is Microsoft Purview used for? 

A. To manage compliance
B. To manage data storage
C. To manage security and threats
D. To manage identity and access

Answer: A 
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Explanation:  
Microsoft Purview is used to manage compliance by discovering and mapping all data across an 
organization's hybrid and multi-cloud environments. 

QUESTION 8 
What is Data Discovery in Microsoft Purview? 

A. The process of archiving data to reduce storage costs
B. The process of exploring data to identify its location and usage
C. The process of securing data to prevent unauthorized access
D. The process of encrypting data to protect it from cyber threats

Answer: B 

Explanation:  
Data Discovery in Microsoft Purview is the process of exploring data to identify its location and usage 
within an organization. 

QUESTION 9 
What is the purpose of an Azure AD app registration? 

A. To grant access to Azure resources to a third-party application.
B. To enforce password policies and monitor password-related activities.
C. To synchronize user and group information between on-premises directories and Azure AD.
D. To provide identity and access management for on-premises resources.

Answer: A 

Explanation:  
An Azure AD app registration is used to grant access to Azure resources to a third-party application. 

QUESTION 10 
Which of the following metadata is NOT included in Microsoft Purview's data catalog? 

A. Data lineage
B. Data storage format
C. Data security
D. Data quality

Answer: B 

Explanation:  
Microsoft Purview's data catalog includes metadata such as data lineage, data quality, and data security, 
but not data storage format. 
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QUESTION 11 
What is Microsoft Exchange Online in Microsoft 365? 

A. A financial management tool
B. A web-based email hosting service
C. A feature for configuring user access to Microsoft 365 services
D. A virtualization service for hosting virtual machines

Answer: B 

Explanation:  
Microsoft Exchange Online is a web-based email hosting service that allows users to send and receive 
email, and manage their calendar and contacts. 

QUESTION 12 
What are the steps to deploy a Microsoft 365 tenant? 

A. Purchase a domain, set up DNS records, and configure services in Microsoft 365.
B. Download Microsoft 365 installer, install and configure the software, and create a user account.
C. None of these. Microsoft 365 tenants are pre-configured and don't require deployment.
D. Order a Microsoft 365 subscription, set up tenant settings, and add users.

Answer: D 

Explanation:  
Deploying a Microsoft 365 tenant requires ordering a subscription, setting up tenant settings like the 
domain name, and adding users. 

QUESTION 13 
What is Microsoft Defender for Identity? 

A. It's a hardware security module
B. It's a network security platform
C. It's an endpoint protection platform
D. It's a cloud-based threat protection service for corporate identities and accounts

Answer: D 

Explanation:  
Microsoft Defender for Identity is a cloud-based threat protection service for corporate identities and 
accounts that detects advanced threats and compromised identities. 

QUESTION 14 
What is Microsoft Power Platform in Microsoft 365? 

A. A service that allows users to automate workflows and repetitive tasks
B. A business intelligence and data visualization tool
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C. A virtualization service for hosting virtual machines
D. A collection of low-code tools for building custom business apps

Answer: D 

Explanation:  
Microsoft Power Platform is a collection of low-code tools for building custom business apps that can be 
integrated with Microsoft 365 services. 

QUESTION 15 
What are the options for creating new users in Microsoft 365? 

A. By using an API
B. Manually in Microsoft 365 Admin Center, using PowerShell, or by bulk importing from a CSV file
C. All of these
D. Automatically through Active Directory synchronization

Answer: C 

Explanation:  
New users can be created in a variety of ways including manual entry, PowerShell scripts, or bulk import. 
They can also be automatically synchronized with Active Directory. 

QUESTION 16 
What is Microsoft Cloud App Security? 

A. It's a cloud-based threat protection service for corporate identities and accounts
B. It's a cloud access security broker (CASB)
C. It's a cloud platform for hosting Microsoft 365
D. It's an endpoint protection platform

Answer: B 

Explanation:  
Microsoft Cloud App Security is a cloud access security broker (CASB) that provides visibility, control, 
and protection for your cloud applications. 

QUESTION 17 
What is a Data Map in Microsoft Purview? 

A. A list of all data sources within an organization
B. A visual representation of data usage within an organization
C. A report of all data breaches within an organization
D. An inventory of all hardware used for data storage within an organization

Answer: B 
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Explanation:  
A Data Map in Microsoft Purview is a visual representation of data usage within an organization, 
including where it came from, who is using it, and how it is being used. 

QUESTION 18 
What are the options for assigning licenses in Microsoft 365? 

A. By using an API
B. All of these
C. Through Active Directory synchronization
D. Manually in Microsoft 365 Admin Center or using PowerShell

Answer: B 

Explanation:  
Licenses can be assigned manually or through PowerShell, and can also be synchronized with Active 
Directory or managed through an API. 

QUESTION 19 
What is the maximum number of users that can be added to a Microsoft 365 tenant? 

A. 1,000
B. No limit
C. 100
D. 500

Answer: B 

Explanation:  
There is no limit to the number of users that can be added to a Microsoft 365 tenant. 

QUESTION 20 
What is Yammer in Microsoft 365? 

A. A web-based document management and collaboration tool
B. A communication platform for instant messaging and video conferencing
C. An enterprise social network service
D. An email hosting service

Answer: C 

Explanation:  
Yammer is an enterprise social network service that allows users to collaborate, share ideas, and 
communicate in real-time within their organization. 

QUESTION 21 
What is Microsoft 365 Admin Center? 
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