MS-600 Exam

Exam MS-600 Exam
Building Applications and
Title Solutions with Microsoft 365
Core Services Exam
Version 11.0
Product 242 Q&A with explanations
Type

certexam.org

1of1



Version: 16.0

New TOplCI Topic 1, ADatum Corporation

This is a case study. Case studies are not timed separately. You can use as much exam time as you
would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included
on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end on this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane
to explore the content of the case study before you answer the questions. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements.
If the case study has an All Information tab, note that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the
Question button to return to the question.

Overview
ADatum Corporation develops a software as a service (SaaS) application named E-invoicing.

Existing Environment

Application Architecture

E-invoicing consists of a single-page application (SPA) and a backend web service that provides
invoice management and processing functionality.

E-invoicing stores all the details of each invoicing operation in a backend cloud database. E-invoicing
generates invoices in PDF format and provides users with the ability to download the PDF after it is
generated. Each invoice has a unique identifier named invoiceid.

The users have a common workflow where they sign in to E-invoicing, and then open E-invoicing in
multiple tabs of a web browser so they can use different parts of the application simultaneously.

Security Architecture
ADatum uses the principle of least privilege whenever possible. ADatum always uses the latest
libraries and integration endpoints.
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Business Goals
ADatum wants to integrate E-invoicing, Azure Active Directory (Azure AD), and Microsoft Graph so
that their customers can leverage Microsoft Office 365 services directly from within E-invoicing.

Planned Changes

ADatum plans to add the following capabilities to E-invoicing:

Email the generated invoices to customers on behalf of the current signed-in user. Any emails

generated by the system will contain the invoiced.

Perform as many operations as possible in the browser without having to leave the E-invoicing application.
Use Azure AD to manage identities, authentication, and authorization.

Display all emails that contain a specific invoiced.

Technical Requirements

ADatum identifies the following technical requirements for the planned E-invoicing capabilities:
Ensure that all operations performed by E-invoicing against Office 365 are initiated by a user. Require
that the user authorize E-invoicing to access the Office 365 data the first time the application

attempts to access Office 365 data on the user's behalf.

Send scheduled reminders to customers before a payment due date. Create an administration user
interface to enable the scheduled reminders.

Implement Microsoft Graph change notifications to detect emails from vendors that arrive in a designated mailbox.
Implement single sign-on (SSO) and minimize login prompts across browser tabs.

Secure access to the backend web service by using Azure AD.

Ensure that all solutions use secure coding practices.

Backend Security Planned Changes
ADatum wants to use custom application roles to map user functionality to permissions granted to users.

E-invoicing will have internal logic that will dynamically identify whether the user should be allowed to call the backend API.

SSO JavaScript Script
You plan to implement SSO with Microsoft Authentication Library (MSAL) by using the following code:
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01 const config ={
02 auth: {

03 clientId: ‘3b4leéeb-2%al-44cc-8473-e8abfebcde07’
04 ¥

05 cache: |

06 5, %

07 }

0g 1}

09 const myMSALOb] = new UserRAgentApplication(config):;
10 ...

Access Token JavaScript Script
You have the following JavaScript code to obtain an access token.

01

02 userAgentApplication.acquireTckenSilent (accessTokenRequest) .then(
03 function(accessTokenResponse) {

04 let accessToken = accessTokenResponse.accessToken;

05 }).catch(function (error) |

0& if (error.errorMessage.indexOf (‘interaction required’) |== -1} ({
07 userhgentApplication.acquireTokenPopup (accessTockenRequest) . then (
08 function (accessTokenResponse) |

09 o .

10 1) .cateh (function (error) |

11 console.log(error) ;

12 ¥,

13 }

14 conscle.log(errozr);

15 })i

Change Notification JSON
You have the following JSON message that will be sent by the Microsoft Graph service to detect the vendor emails.
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01 {

02 “"valua™: [

03 {

04 “subscriptionId”:”<subscription guid>”

05 “subscriptionExpirationDateTime”: “<expirationdate>”,

0e “clientState”:"<secrets”,

07 “changeType”: "created”,

08 “resource”:

09 “users/<user guid>@<tenaat guid>/messages/<long_id string>”,
10 “resourceData”:

11 {

12 “@odata.type”:"#Microsoft.Graph.Message"”,

13 “fodata.id”:"Users/<user guid>@<tenant guid>/Messages/<long id string>”,
14 “Bodata.etag”:"W/\"CQRAABYRRADkrWGoTbouTKl2gTZMr SEwARAUNRHEN ",
15 "id"”:<long_id_ string>"

16 1

17 }

18 ]

15 )

QUESTION 1

You need to configure the initial login request in the access token JavaScript script.
Which you insert at line 017

A. const scopes = ['https://graph.microsoft.com/.default'];

B. const accessTokenRequest = {

g

C. const scopes = ['https://graph.microsoft.com/Files.Read.All',
'https://graph.microsoft.com/Mail.Send.All'];

D. const accessTokenRequest = {

scopes: ['https://graph.microsoft.com/Files.ReadWrite',
'https://graph.microsoft.com/Mail.Send']

s

Answer: D

Explanation:
Scenario: ADatum identifies the following technical requirements for the ptahifed B-#%oicing
capabilities:



Ensure that all operations performed by E-invoicing against Office 365 are initiated by a user. Require
that the user authorize E-invoicing to access the Office 365 data the first time the application

attempts to
access Office 365 data on the user's behalf.

Reference: https://docs.microsoft.com/en-us/graph/permissions-reference

QUESTION 2
DRAG DROP

You need to protect the backend web service to meet the technical requirements.
Which four actions should you perform in sequence? To answer, move the actions from the list of
actions to the answer area and arrange them in the correct order.

Actions

Set the App ID UR! for the backend web
service application registration

Register an application in Azure AD for the
backend web service

Define the scopes in the E-invoicing
application registration

Register an application in Azure AD for E-invoicing.
Grant admin consent to the E-invoicing application
registration to the API scopes of the backend web
service application registration

Define the scopes in the backend web
service application registration

Answer:

Answer Area

OlQ
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Register an application in Azure AD for the
backend web service

Set the App ID URI for the backend web
service application registration

Define the scopes in the E-invoicing
application registration

Register an application in Azure AD for E-invaicing.
Grant admin consent to the E-invoicing application
registration to the APl scopes of the backend web
zervice application registration

Explanation:

Here is a quick overview of the steps:

Step 1: Register an application in Azure AD for the backend web service

Register an application (backend-app) in Azure AD to represent the API.

Step 2: Set the App ID URI for the backend service application registration

When the application is created (step 1) select Expose an API and click on Save and continue to
create an Application ID URI.

Step 3: Defend the scopes in the backend web service application registration

In the Add a scope page, create a new scope supported by the API. (e.g., Read) then click on Add
scope to create the scope. Repeat this step to add all scopes supported by your API.

Step 4: Register an application in Azure AD for E-invoicing.

Step 4.1 Register another application in Azure AD to represent a client application

Step 4.2 Now that you have registered two applications to represent the API and the Developer
Console, you need to grant permissions to allow the client-app to call the backend-app.

Scenario:

Secure access to the backend web service by using Azure AD

E-invoicing will have internal logic that will dynamically identify whether the user should be allowed
to call the backend API.

Reference: https://docs.microsoft.com/en-us/azure/api-management/api-management-howtoprotect-
backend-with-aad

QUESTION 3
You need to complete the MSAL.js code for SSO.
Which code segment should you insert at line 06?

A. storeAuthStateInCookie: false certexam.org
B. storeAuthStateInCookie: true



C. cacheLocation: “localStorage
D. cacheLocation: “sessionStorage

Answer: C

Explanation:

Scenario: Implement single sign-on (SSO) and minimize login prompts across browser tabs.

When your application is open in multiple tabs and you first sign in the user on one tab, the user is
also signed in on the other tabs without being prompted. MSAL.js caches the ID token for the user in
the browser localStorage and will sign the user in to the application on the other open tabs.

By default, MSAL.js uses sessionStorage which does not allow the session to be shared between tabs.
To get SSO between tabs, make sure to set the cacheLocation in MSAL.js to localStorage.

Reference: https://docs.microsoft.com/bs-latn-ba/Azure/active-directory/develop/msal-js-sso

QUESTION 4
How can you validate that the JSON notification message is sent from the Microsoft Graph service?

A. The ClientState must match the value provided when subscribing.

B. The user_guid must map to a user ID in the Azure AD tenant of the customer.
C. The tenant ID must match the tenant ID of the customer's Office 365 tenant.
D. The subscription ID must match the Azure subscription used by ADatum.

Answer: A

Explanation:

clientState specifies the value of the clientState property sent by the service in each notification. The
maximum length is 128 characters. The client can check that the notification came from the service
by comparing the value of the clientState property sent with the subscription with the value of the
clientState property received with each notification.

Note: A subscription allows a client app to receive notifications about changes to data in Microsoft
Graph.

Reference: https://docs.microsoft.com/en-us/graph/api/resources/subscription

QUESTION 5
Which type of authentication flow should you recommend for the planned integration with Office
365?

A. device code

B. implicit grant

C. authorization code
D. client credentials

certexam.org
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Explanation:

To use Microsoft Graph to read and write resources on behalf of a user, your app must get an access
token from the Microsoft identity platform and attach the token to requests that it sends to Microsoft
Graph.

One common flow used by native and mobile apps and also by some Web apps is the OAuth 2.0
authorization code grant flow.

Scenario: Email the generated invoices to customers on behalf of the current signed-in user. Any
emails generated by the system will contain the invoiced.

Use Azure AD to manage identities, authentication, and authorization.

Reference: https://docs.microsoft.com/en-us/graph/auth-v2-user

QUESTION 6

What are two possible URIs that you can use to prompt the administrators for admin consent to the
E-invoicing application? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. https://login.microsoftonline.com/common/adminconsent?client id={clientid}
B. httpa://login.microsoftonline.con/{domain}/adminconsent?client id={clientid}&state={statelsiredirect uri={url}

C. httpa://login.microsoftonline.com/{tenant}/ocauth2/v2.0/authorize?client_id=(clientid}&state={state}$redirect uri=
{url}

D. https://login.microsoftonline.com/{tenant}/ocauth2/v2,0/token/authorize?client_id={clientid}$state=
{state}Sredirect uri={url}

A. Option A
B. Option B
C. Option C
D. Option D
Answer: CD

Explanation:

QUESTION 7
Which URI should you use to query all the emails that relate to an invoice?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

Explanation:

QUESTION 8
DRAG DROP
You need to implement the role functionality for the backend web service calls.

Which three actions should you perform in sequence? To answer, move the actions from the list of
actions to the answer area and arrange them in the correct order.
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Answer Area

Actions _ - =
Ul o = | i ret in
Upload a certificate for the apphcation == Erea;t:‘_ ;::«;ver;l;;r:;tﬁ = th:a
1 i backend web 1 apphca the ckend
registration of the I Eavieiioin
| service, L

~— | Verify for the role claims in the,

todify the manifes i the | _
Maodify the manifest that defines 3 | | -
l application roles and set Allowed | 2] | backend web service.

Member Typtg- i A_.pps. | As;s;ign-theTu_le-s 1o the AzureAﬂ
3| | group that contains the users who are
| mapped to the roles.

Q0

["Mu.-;ify the manifest that defines the
application roles and set Allowed
Member Types to Users.

Explanation:

QUESTION 9

You need to implement the role functionality for the backend web service calls.

Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Upload a certificate for the application registration of the backend web service.

B. Modify the manifest that defines the application roles and set Allowed Member Types to Apps.
C. Modify the manifest that defines the application roles and set Allowed Member Types to Users.
D. Assign the application roles to the Azure AD group that contains the users who are mapped to the
roles.

E. Create a new client secret in the application registration of the backed web service.

Answer: BD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-add-app-roles-in-azure-adapps

QUESTION 10
Which URI should you use to query all the email that relate to an invoice?

A. https://graph.microsoft.com/v1.0/me/messages?$filter=contains(subject, {invoiceid})
B. https://graph.microsoft.com/v1.0/me/messages?$subject eq {invoiceid}

C. https://graph.microsoft.com/v1.0/me/messages?$search="{invoiceid }"

D. https://graph.microsoft.com/v1.0/me/messages?$ {invoiceid}

Answer: C

: certexam.org
Explanation:



Reference:
https://docs.microsoft.com/en-us/graph/search-query-parameter

New TOplCZ Topic 2, Contoso

Case Study

Overview

This is a case study. Case studies are not timed separately. You can use as much exam time as you
would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included
on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane
to explore the content of the case study before you answer the question. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements.
If the case study has an All Information tab, n...... that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the
Question button to ret........ to the question.

Existing Environment

Microsoft 365

Contoso identifies the following business goals:

* Utilize core functionality of apps whenever possible.

* Reduce app development costs.

* Minimize training costs for end users.

Microsoft SharePoint/Microsoft Exchange

Contoso has a Microsoft 365 subscription that uses a domain named contoso.com. Each user is
assigned a Microsoft 365 Enterprise ES licence.

Problem Statement

Contoso moves all email accounts to Microsoft 365.

Contoso migrates the SharePoint Server 2013 intranet sites of the research department to SharePoint
Online.

Requirements

Business Goals

Contoso identifies the following issues:

* Users in the sales department report that prepanng quotations is time-consuming as it requires
manually copying and pasting data from multiple sources.

* Users in the HR department must use multiple apps to manage the hiring Fr368§¢"-°"9

* The solution to claim expenses requires multiple manual steps.



Planned Changes

Contoso identifies the following business goals:

* Utilize core functionality of apps whenever possible.

* Reduce app development costs.

* Minimize training costs for end users.

Technical Requirements

Contoso plans to implement the following changes;

* Redesign the SharePoint Online sites of the research department to provide users with an
expenence that is consistent with the Microsoft 365 portal. The research department has a thirdparty
project management solution that uses the Microsoft identity platform in Azure AD.

* Create an email workflow solution for expense claims. Users will submit their expense claims and
the system will email an approval request to their manager.

* Implement a bring your own device (BYOD) model that supports Windows 10, macOS, and Android
devices.

* Develop a custom Microsoft 365 app named SalesApp for the sales department.

* Develop a custom Microsoft 365 app named HRApp for the HR department

Security Requirement

Contoso identifies the following technical requirements for app development:

* The expense claims solution must provide managers with claim information and the ability to
manage the claim by using Microsoft Outlook. Outlook on the web, or Outlook for iOS and Android.
* HR App must include a bot named HRBot that will answer HR questions. Users must be able to
access the bot by A©mentioning HRBot in a Microsoft Teams channel or private chat.

* HRApp must enable users to query a third-party HR system by using a tab from within a Microsoft
Teams channel.

* HRApp must include a messaging extension that enables users to search jobs by job title or job ID.
* SalesApp must be integrated with Microsoft Word and must combine images and text from
multiple sources to create a quotation as a DOCX file.

* The distribution of SalesApp must be automatic and require minimal user interaction.

* Solutions for SharePoint Online and Microsoft Office must follow the current Office user interface
(Ul) design.

* Development tools and solutions must support Windows and non-Windows devices.

* Development effort must be minimized.

HRApp Manifest

All solutions must support the Microsoft identity platform in Azure AD.

Intranet components must not share access tokens.

QUESTION 11
You need to provide users with access to SalesApp. The solution must meet the technical
requirements. What should you include in the solution?

A. App Catalog in SharePoint Online
B. sideloading certexam.org
C. Centralized Deployment



D. Microsoft AppSource
Answer: A

Explanation:

An app catalog is a dedicated site collection in a SharePoint web application or SharePoint Online
tenancy that hosts document libraries for Office and SharePoint Add-ins. To make Office Add-ins
accessible to users within their organization, administrators can upload Office Add-ins manifest files
to the app catalog for their organization. When an administrator registers an app catalog as a trusted
catalog, users can insert the add-in from the insertion UI in an Office client application.

Scenario:

SalesApp must be integrated with Microsoft Word and must combine images and text from multiple
sources to create a quotation as a DOCX file.

The distribution of SalesApp must be automatic and require minimal user interaction.

Reference:
https://docs.microsoft.com/en-us/office/dev/add-ins/publish/publish-task-pane-and-content-addins-
to-an-add-in-catalog

QUESTION 12

HOTSPOT

You need to recommend the development environment and tools for the redesign of the research
department's SharePoint Online sites.

What should you recommend? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Development model: v

Full-trust web parts
Sandboxed solutions
SharePoint Framework (SPFx)

IDE: v
Eclipse

Microsoft Visual Studio

Microsoft Visual Studio Code

Front-end framework: v

Bootstrap
Fluent Ul
Material DESigH certexam.org




Answer:

Development model: ‘ v

Full-trust web parts
Sandboxed solutions
SharePoint Framework (SPFx)

IDE: v
Eclipse

Microsoft Visual Studio
Microsoft Visual Studio Code

Front-end framework: v

Bootstrap
Fluent Ul
Material Design

Explanation:

QUESTION 13

You need to recommend the development environment and tools for the redesign of the research
department's SharePoint Online sites. What should you recommend? To answer, select the
appropriate options in the answer are

a. NOTE: Each correct selection is worth one point.
Answer Area

Development model:
IDE:
Front-end framework: g

Answer: see the
answer below
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Answer Area

Development model: | SharePoint Framework (SPFx)
IDE: | Micrasoft Visual Studio

Front-end framework: | Fluent L

Explanation:
Answer as

QUESTION 14

HOTSPOT

You need to modify the HRApp manifest to provide a tab that supports querying the third-party HR
system.

Which section of the manifest should you modify, and which value should you set as the scope? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Section: i
bots

staticTabs
configurableTabs
composeExtensions

Scope: -
team
meeting
personal
Answer:
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Section: b
bots

staticTabs
configurableTabs
composeExtens'i'ons

Scope: i
team
meeting
personal
Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoftteams/platform/resources/schema/manifestschema#
composeextensions

QUESTION 15

DRAG DROP

You need to configure HRApp to enable users to search for specific jobs by using chat in Microsoft
Teams. Which three actions should you perform in sequence? To answer, move the appropriate
actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Implement & handler for the fobsearch command in the Microsoft
Bot Framework app.

In the HRApp manifest, configure the the botTd value in the bot
section tomatch the botTd vaiue of the bot registration,
Framework app

Implement a handlerfor the query command in the Microsoft Bot ®:

Create a bot registration and a Microsoft Bot Framework app.

In the HRApp manifest, configure the kot1d value inthe
ComposeExtensions S&ction to match the botId value of the bot
registration,

Answer:
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Create a bot registration and a Microsoft Bot
Framework app

In the HRApp manifest, configure the botid
value in the ComposeExtensions section

to match the botid value of the bot registration.

| Implement a handler for the jobsearch
| command in the Microsoft Bot Framework

| app

Explanation:

Step 1: Create a bot registration..

Step 2: In the HRApp manifest, configure the botld value in the ComposeExtensions section to match
the botld value of the bot registration.

Scenario: HRApp must include a messaging extension that enables users to search jobs by job title or
job ID.

Step 3: Implement a handler

Reference:

https://docs.microsoft.com/en-us/azure/bot-service/bot-service-quickstart-registration

QUESTION 16
You need to recommend a model for the expense claims solution. What should you recommend?

A. actionable messages via connectors that use an actionable message card
B. actionable messages via email that uses an adaptive card

C. actionable messages via connectors that use an adaptive card

D. actionable messages via email that uses an actionable message card

Answer: D

Explanation:

Sending actionable messages via email is supported. You use actionable message cards.

Scenario:

Create an email workflow solution for expense claims. Users will submit their expense claims and the
system will email an approval request to their manager.

The expense claims solution must provide managers with claim information and the ability to
manage the claim by using Microsoft Outlook, Outlook on the web, or Outlook for iOS and Android.
Reference: certexam.org
https://docs.microsoft.com/en-us/outlook/actionable-messages/send-via-email



QUESTION 17

You need to recommend which API object the SharePoint Framework (SPFx) intranet components
will use to access the research department's project management solution.

What should you recommend?

A. HttpClient

B. AadHccpClient
C. MSGraphClient
D. SPHeepClient

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/sharepoint/dev/spfx/use-aadhttpclient

QUESTION 18
You need to recommend which type of Office Add-in must be used for SalesApp.
What should you recommend?

A. module extension
B. task pane

C. custom function
D. contextual

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/office/dev/add-ins/word/word-add-ins-programming-overview

QUESTION 19

HOTSPOT

You need to recommend the development environment and tools for the development of SalesApp.
What should you recommend? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Development model: | v

Office Add-ins
SharePoint Framework (SPFx) web parts
Microsoft Visual Studio Tools for Office (VSTO)

IDE: v
ScriptLab i
Microsoft Visual Studio

Microsoft Visual Studio Code

Front-end framework: \ v
Fluent Ul

Bootstrap
Material Design

Answer:

Development model: | v
Office Add-ins

SharePoint Framework (SPFx) web parts
Microsoft Visual Studio Tools for Office (VSTO)

IDE: | v
Script Lab '
Microsoft Visual Studio

Microsoft Visual Studio Code

Front-end framework: \ v
Fluent Ul

Bootstrap
Material Design certexam.org




Explanation:

Box 1: Office Add-ins

Scenario: SalesApp must be integrated with Microsoft Word and must combine images and text from
multiple sources to create a quotation as a DOCX file.

You can use the Office Add-ins platform to build solutions that extend Office applications and interact
with content in Office documents.

Box 2: Microsoft Visual Studio

Visual Studio can be used to create Office Add-ins for Excel, Outlook, Word, and PowerPoint. An
Office Add-in project gets created as part of a Visual Studio solution and uses HTML, CSS, and
JavaScript.

Box 3: Fluent UI

Fluent UI is the upcoming and continually evolving design system for Microsoft 365. Currently, there
is an ongoing merge in the process to have one consistent Ul Framework across the Microsoft
ecosystem.

Reference:

https://docs.microsoft.com/en-us/office/dev/add-ins/overview/office-add-ins
https://n8d.at-reasons-or-thoughts-on-fluent-ui-web

QUESTION 20
You need to ensure that users can initiate private conversations with HRBot. The solution must meet
the technical requirements for HRApp. How should you configure the HRApp manifest?

A. In the configurableTabs section, add groupchat to the scopes collection.

B. In the bots section, add personal to the scopes collection.

C. In the staticTabs section, add personal to the scopes collection.

D. In the bots section, change the scopes collection value from rea-s to personal.

Answer: C
Explanation:

QUESTION 21
You need to ensure that custom SharePoint Framework (SPFx) solutions meet the security
requirements. What should you include in the solution?

A. isolated web parts

B. tenant-scoped deployment
C. sandboxed solutions

D. full-trust web parts

Answer: A

certexam.org
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New Topic: Topic 3, E-invoicing

Case Study

Overview

This is a case study. Case studies are not timed separately. You can use as much exam time as you
would like to complete each case. However, there may be additional case studies and sections on
this exam. You must manage your time to ensure that you are able to complete all questions included
on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is
provided in the case study. Case studies might contain exhibits and other resources that provide
more information about the scenario that is described in the case study. Each question is
independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your
answers and to make changes before you move to the next section of the exam. After you begin a
new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane
to explore the content of the case study before you answer the question. Clicking these buttons
displays information such as business requirements, existing environment, and problem statements.
If the case study has an All Information tab, n...... that the information displayed is identical to the
information displayed on the subsequent tabs. When you are ready to answer a question, click the
Question button to ret........ to the question.

Existing Environment

Application Architecture

E-invoicing consists of a single-page application (SPA) and a backend web service that provides
invoice management and processing functionality.

E-invoicing stores all the details of each invoicing operation in a backend cloud database. E-invoicing
generates invoices in PDF format and provides users with the ability to download the PDF from
OneDrive after it is generated. Each invoice has a unique identifier named invoiceid.

The users have a common workflow where they sign in to E-invoicing, and then open E-invoicing in
multiple tabs of a web browser so they can use different parts of the application simultaneously.
Security Architecture

A. Datum uses the principle of least privilege whenever possible.
A. Datum always uses the latest

libraries and integration endpoints.

Requirements

Business Goals

A. Datum wants to integrate E-invoicing. Microsoft identity platform, and Microsoft Graph so that
their customers can leverage Microsoft 365 services directly from within E-invoicing.
Planned Changes

certexam.org

A. Datum plans to add the following capabilities to E-invoicing:



* Email the generated invoices to customers on behalf of the current signed-in user. Any emails
generated by the system will contain the invoiceid.

* Perform as many operations as possible in the browser without having to leave the E-invoicing
application.

* Use Microsoft identity platform to manage identities, authentication, and authorization.

* Display all emails that contain a specific invoiceid.

Technical Requirements

A. Datum identifies the following technical requirements for the planned E-invoicing capabilities:
* Ensure that all operations performed by E-invoicing against Microsoft 365 are initiated by a user.
Require that the user authorize E-invoicing to access the Microsoft 365 data the first time the
application attempts to access Microsoft 365 data on the user's behalf.

* Send scheduled reminders to customers before a payment due date. Create an administration user
interface to enable the scheduled reminders.

* Implement Microsoft Graph change notifications to detect emails from vendors that arrive in a
designated mailbox.

* Implement single sign-on (SSO) and minimize login prompts across browser tabs.

* Secure access to the backend web service by using Microsoft identity platform.

* Ensure that all solutions use secure coding practices.

Backend Security Planned Changes

A. Datum wants to use custom application roles to map user functionality to permissions granted to
users.

E-invoicing will have internal logic that will dynamically identify whether the user should be allowed
to call the backend API.

SSO JavaScript Script

You plan to implement SSO with Microsoft Authentication Library (MSAL) by using the following
code.

@1 const config = {

@2 auth: {

@3 clientld: ’"2bdlebeb-29a3l-44cc-8473-e8abfebcdely’
&4 ¥,

85 cache: {

a6

a7 1

es }

g9 const myMSALOB] = new UserAgentiApplication(config);

1@

Access Token JavaScript Script
You have the following JavaScript code to obtain an access token. certexam.org



userfdgentipplication.acguireTokenSilent({accessTokenRequest).then(
function(accessTokenResponse) {
let accessToken = accessTokenResponse.accessloken;
}) .catch(function (error) {
if (error.errorMessage.index0f( 'interaction_required’) l== -1) {
userfigentApplication.acqguiraeTokenPopup({accessTokenRequest).then(
function(accessTokenResponse) {
}).catch{function(error) {
console.log(error);

1i;
1

console.log{error);

s

Change Notification JSON
You have the following JSON message that will be sent by the Microsoft Graph service to detect the
vendor emails.

a1
82
B3
a4
e85
a6
es
a8
g9
16
11
12
13
14
15
15
17
18
19

{
"value": [
{
“subscriptionld":"<subscription_guid>",
"subscriptiontxpirationDateTime™: "<expirationdate>™,
"clientState":"<secret>”,
"changeTypa":"created”,
“resource”:
"users/4user puidi@<tenant puid>/messages/<long id string>”,
“resourceData”:
1
“(@odata.type”: "#Microsoft.Graph.Message”,
"@odata.id":"Users/<user guid>@<tenant_guid>/Messages/<long id string>",
"@odata.etag” : "W/ T COAMABYAAADKrWGe 7bouTK1 sgTZMrSKwAAAUWRHEY "™,
"id":"<long_id_string>"
¥
}
]
}

certexam.org





