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QUESTION 1

A systems administrator needs to improve WiFi performance in a densely populated office tower and
use the latest standard. There is a mix of devices that use 2.4 GHz and 5 GHz. Which of the following
should the systems administrator select to meet this requirement?

A. 802.11ac
B. 802.11ax
C.802.11g
D. 802.11n

Answer: B

Explanation:

802.11ax is the latest WiFi standard that improves WiFi performance in densely populated
environments and supports both 2.4 GHz and 5 GHz bands. 802.11ac is the previous standard that
only supports 5 GHz band. 802.11g and 802.11n are older standards that support 2.4 GHz band only
or both bands respectively. Reference: https://partners.comptia.org/docs/defaultsource/
resources/comptia-network-n10-008-exam-objectives-(2-0),
https://www.techtarget.com/searchnetworking/tip/Whats-the-difference-between-80211ax-vs-80211ac

QUESTION 2
Which of the following would be BEST to use to detect a MAC spoofing attack?

A. Internet Control Message Protocol

B. Reverse Address Resolution Protocol
C. Dynamic Host Configuration Protocol
D. Internet Message Access Protocol

Answer: B

Explanation:

Reverse Address Resolution Protocol (RARP) is a protocol that allows a device to obtain its MAC
address from its IP address. A MAC spoofing attack is an attack where a device pretends to have a
different MAC address than its actual one. RARP can be used to detect a MAC spoofing attack by
comparing the MAC address obtained from RARP with the MAC address obtained from other
sources, such as ARP or DHCP. Reference: https://partners.comptia.org/docs/defaultsource/
resources/comptia-network-n10-008-exam-objectives-(2-0),
https://www.techopedia.com/definition97/reverse-address-resolution-protocol-rarp

QUESTION 3
A technician receives feedback that some users are experiencing high amountsafijittergvhile using
the wireless network. While troubleshooting the network, the technician uses the ping command



with the IP address of the default gateway and verifies large variations in latency. The technician
thinks the issue may be interference from other networks and non-802.11 devices. Which of the
following tools should the technician use to troubleshoot the issue?

A. NetFlow analyzer
B. Bandwidth analyzer
C. Protocol analyzer
D. Spectrum analyzer

Answer: D

Explanation:

A spectrum analyzer is a tool that measures the frequency and amplitude of signals in a wireless
network. It can be used to troubleshoot issues related to interference from other networks and non-
802.11 devices, such as microwave ovens or cordless phones, by identifying the sources and levels of
interference in the wireless spectrum. A spectrum analyzer can also help to optimize the channel
selection and placement of wireless access points. Reference:
https://partners.comptia.org/docs/default-source/resources/comptia-network-n10-008-examobjectives-(
2-0), https://www.flukenetworks.com/blog/cabling-chronicles/what-spectrum-analyzerand-
how-do-you-use-it

QUESTION 4

Wireless users are reporting intermittent internet connectivity. Connectivity is restored when the
users disconnect and reconnect, utilizing the web authentication process each time. The network
administrator can see the devices connected to the APs at all times. Which of the following steps will
MOST likely determine the cause of the issue?

A. Verify the session time-out configuration on the captive portal settings

B. Check for encryption protocol mismatch on the client's wireless settings

C. Confirm that a valid passphrase is being used during the web authentication
D. Investigate for a client's disassociation caused by an evil twin AP

Answer: A

Explanation:

A captive portal is a web page that requires users to authenticate before they can access the

internet. If the session time-out configuration is too short, users may experience intermittent

internet connectivity and have to reconnect using the web authentication process each time. The
network administrator can verify the session time-out configuration on the captive portal settings

and adjust it if needed. Reference: CompTIA Network+ Certification Exam Objectives Version 2.0
(Exam Number: N10-006), Domain 1.0 Network Architecture, Objective 1.8 Explain the purposes and
use cases for advanced networking devices. certexam.org



QUESTION 5

A network administrator walks into a datacenter and notices an unknown person is following closely.
The administrator stops and directs the person to the security desk.

Which of the following attacks did the network administrator prevent?

A. Evil twin

B. Tailgating

C. Piggybacking
D. Shoulder surfing

Answer: B

Explanation:

Tailgating is a physical security attack where an unauthorized person follows an authorized person
into a restricted area without proper identification or authorization. The network administrator
prevented this attack by stopping and directing the person to the security desk. Reference: CompTIA
Network+ Certification Exam Objectives Version 2.0 (Exam Number: N10-006), Domain 3.0 Network
Security, Objective 3.1 Compare and contrast risk-related concepts.

QUESTION 6

SIMULATION

You have been tasked with setting up a wireless network in an office. The network will consist of 3
Access Points and a single switch. The network must meet the following parameters:

The SSIDs need to be configured as CorpNet with a key of S3cr3t!

The wireless signals should not interfere with each other

The subnet the Access Points and switch are on should only support 30 devices maximum

The Access Points should be configured to only support TKIP clients at a maximum speed
INSTRUCTONS

Click on the wireless devices and review their information and adjust the settings of the access points
to meet the given requirements.
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If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

(—_) Switch 1

192.168.1.2
Speed: Auto
Duplex: Auto
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AP1 Configuration x|

0 o ﬂ - https://ap1.setup.do

Basic Configuration

Access Point Name AP1
IP Address /
Gateway 192.168.1.1
SSID
SSID Broadcast * Yes No
Wireless i Wired
Mode v | Speed Auto = 100 1000
B
G
Channel v Duplex Auto Half = Full '
Security Configuration
Security Settings * None WEP ' WPA WPA2 WPA2 - Enterprise

Key or Passphrase




AP2 Configuration | % |

0 O 3 https://ap2.setup.do ‘

-

Basic Configuration

Access Point Name AP2

IP Address /
Gateway 192.168.1.1
SsID
SSID Broadcast * Yes No
Wireless Wired
Mode v Speed Auto = 100 1000
B
G |
Channel 4 Duplex Auto Half = Full
1
2
3
4
5
6
i
8
9
10
1t

Security Configuration

Security Settings = None WEP WPA WPA2 WPAZ - Enterprise '

Key or Passphrase

Save Close




AP3 Configuration [%]

O © I | hupsilap3setup.do

Basic Configuration
Access Point Name AP3
IP Address /
Gateway 182.168.1.1
SSID
SSID Broadcast * Yes No
Wireless Wired
Mode v Speed Auto = 100 1000
B
. |
Channel 4 Duplex  © Aulo Half @ Full
i
2
3
4
5
6
T
8
g
10
1
Security Configuration
Security Setlings * None WEP © WPA WPAZ2 WRPAZ - Enterprise
Key or Passphrase




AP1 Configuration »

(3 € I | httpsiiapi.setup.do

Basic Configuration

Access Polnt Name AP1
IP Address ?-ﬁ?_;‘[ﬁ:ﬁz  /
Gateway 192.168.1.1
8D -,.:,IU“'H'IIIIH‘H’II
SSI1D Broadcaslt Yes No
Wireless Wired
Mode B v Speed O Auto @® 100 O 1000 2
Channel 3 ﬂ Duplex D Aute O Half & Full

Security conriguration

Secunty Settings (U None O WEP O WPA (O WPA2 @ WPA2 - Enterpnse
Key or Passphrase S3cr3tl

certexam.org



APFP1 Conhguration

0 9 3 imtp-’::ﬂapf.setup.dn

IP Address

Gateway
SSID

S5|D Broadcast

Wireless Wired

- EIE e one s 0w
enannel EIE owe O A O kel @ Fu

Security Configuration

Security Settings ® None O WEP O WPA O WPA2 O WPA2 - Enterprise
Security Conriguration
Secunty Settings (O Nene O WEP O WPA (O WPA2 @ WPA2 - Enterpnse

Key or Passphrase S3cr3t

certexam.org



AP1 Configuration x

o O S https://ap1.setup.do

IP Address 192.168.1.3 ! | 27
Gateway 192.168.1.1
SSID CorpNet
SSID Broadcast Yes No

R A Wired
Mode G v | | speed @ Auto D 100 ()'ioo0
Channel 3 v Duplex | @ Auto O Half O Full

Security Configuration

Security Settings ) None O WEP ® WPA O WPAZ2 O WPAZ2 - Enterprise

Key or Passphrase S3cr3t!

-

Answer: See
explanation below.
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Explanation:

On the first exhibit, the layout should be as follows
Exhibit 2 as follows

Access Point Name AP2

AP2 Configuration »

G O 3 https:/fap2.setup.do

— Basic Configuration
Accass Point Mame AP2

1P Address

Gataeway 192.168.1.1

881D Broadeast Yas Mo
L

Wireless Wired
Mode _ Speed O Aula @ 100 O 1000
Chanel _ Duplex (O Aule O Hall @ Full

—  Security Configuration
Reset to Default
Security Conrngurauon
Secunty Settings (O None O WEP O WPA (O WPA2 @ WPA2 - Enterpnise

Key or Passphrase S3cratl

certexam.org




AP2 Configuration x

o O ‘ https://ap2.setup.do H‘
Gateway 192.168.1.1
soo cowt
SSID Broadcast © Yes No

T Wireless =% -~--1|.— Wired 3
os B s

Security Configuration

Security Settings

Key or Passphrase

Reset to Default

Exhibit 3 as follows
Access Point Name AP3
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AP3 Configuration »

0O © I hupsiap3setup.do |

— Basic Configuration

Accaas Point Nama AP3
IP Address ' .
Gataway 192.168.1.1
= = VR [Py
88i0D Broadcast Yas No

Wireless Wired

s B s orm 0w 0
Channel _ Duplex O Aute O Hall @ Full

—  Security Configuration

- ~ = = PR - — — e PR

oo

Security Configuration

Secunty Settings (O None O WEP O WPA (O WPA2 @ WPA2 - Enlerprise

Key or Passphrase S3cr3t
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AP3 Configuration -

o o 8 | https://ap3.setup.do |

s

IP Address 9218845 2
Gateway 192.168.1.1
SSID Broadcast © Yes No

Wireldssh — ' 1 —  Wired

- S o

Security Configuration

Security Settings () None ()W ® WPA () WPA2 () WPA2 - Enterprise

keyorPassphvase  (S36BM )
Reset to Default




QUESTION 7
A network is experiencing a number of CRC errors during normal network communication. At which
of the following layers of the OSI model will the administrator MOST likely start to troubleshoot?

A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4
E. Layer 5
F. Layer 6
G. Layer 7

Answer: A

Explanation:

CRC errors are cyclic redundancy check errors that occur when data is corrupted during transmission.
CRC errors are usually caused by physical layer issues such as faulty cables, connectors, ports, or
interference. The network administrator will most likely start to troubleshoot at layer 1 of the OSI
model, which is the physical layer that deals with the transmission of bits over a medium. Reference:
CompTIA Network+ Certification Exam Objectives Version 2.0 (Exam Number: N10-006), Domain 4.0
Network Troubleshooting and Tools, Objective 4.1 Given a scenario, implement network
troubleshooting methodology.

QUESTION 8

A client recently added 100 users who are using VMs. All users have since reported slow or

unresponsive desktops. Reports show minimal network congestion, zero packet loss, and acceptable

packet delay. Which of the following metrics will MOST accurately show the underlying performance issues?
(Choose two.)

A. CPU usage
B. Memory

C. Temperature
D. Bandwidth
E. Latency

F. Jitter

Answer: A, B
Explanation:
QUESTION 9

Client devices cannot enter a network, and the network administrator determinesthe dXEICP scope is
exhausted. The administrator wants to avoid creating a new DHCP pool. Which of the following can



the administrator perform to resolve the issue?

A. Install load balancers
B. Install more switches
C. Decrease the number of VLANs
D. Reduce the lease time

Answer: D

Explanation:

To resolve the issue of DHCP scope exhaustion without creating a new DHCP pool, the administrator
can reduce the lease time. By decreasing the lease time, the IP addresses assigned by DHCP will be
released back to the DHCP scope more quickly, allowing them to be assigned to new devices.
Reference:

CompTIA Network+ Certification Study Guide, Exam N10-007, Fourth Edition, Chapter 2: The OSI
Model and Networking Protocols, Objective 2.3: Given a scenario, implement and configure the
appropriate addressing schema.
https://www.networkcomputing.com/data-centers-tips-optimizing-dhcp-performance

QUESTION 10

An administrator is writing a script to periodically log the IPv6 and MAC addresses of all the devices
on a network segment. Which of the following switch features will MOST likely be used to assist with
this task?

A. Spanning Tree Protocol

B. Neighbor Discovery Protocol

C. Link Aggregation Control Protocol
D. Address Resolution Protocol

Answer: B

Explanation:

Short The switch feature that is most likely to be used to assist with logging IPv6 and MAC addresses

of devices on a network segment is Neighbor Discovery Protocol (NDP). NDP is used by IPv6 to

discover and maintain information about other nodes on the network, including their [IPv6 and MAC
addresses. By periodically querying NDP, the administrator can log this information for auditing purposes.
Reference:

CompTIA Network+ Certification Study Guide, Exam N10-007, Fourth Edition, Chapter 2: The OSI
Model and Networking Protocols, Objective 2.1: Compare and contrast TCP and UDP ports,

protocols, and their purposes.

QUESTION 11 certexam.org
Which of the following DNS records works as an alias to another record?



A. AAAA
B. CNAME
C.MX

D. SOA

Answer: B

Explanation:

The DNS record that works as an alias to another record is called CNAME (Canonical Name). CNAME
records are used to create an alias for a domain name that points to another domain name.

Reference:

CompTIA Network+ Certification Study Guide, Exam N10-007, Fourth Edition, Chapter 2: The OSI
Model and Networking Protocols, Objective 2.3: Given a scenario, implement and configure the
appropriate addressing schema.

QUESTION 12

A company built a new building at its headquarters location. The new building is connected to the
company's LAN via fiber-optic cable. Multiple users in the new building are unable to access the
company's intranet site via their web browser, but they are able to access internet sites. Which of
the following describes how the network administrator can resolve this issue?

A. Correct the DNS server entries in the DHCP scope
B. Correct the external firewall gateway address

C. Correct the NTP server settings on the clients

D. Correct a TFTP Issue on the company's server

Answer: A

Explanation:

If multiple users in a new building are unable to access the company's intranet site via their web
browser but are able to access internet sites, the network administrator can resolve this issue by
correcting the DNS server entries in the DHCP scope. The DHCP scope is responsible for assigning IP
addresses and DNS server addresses to clients. If the DNS server entries are incorrect, clients will not
be able to access intranet sites.

Reference:

CompTIA Network+ Certification Study Guide, Exam N10-007, Fourth Edition, Chapter 4: Network
Implementations, Objective 4.4: Explain the purpose and properties of DHCP.

QUESTION 13

A technician is installing a new fiber connection to a network device in a datacenter. The connection
from the device to the switch also traverses a patch panel connection. The ¢hainofcongections is in
the following order:



Device

LC/LC patch cable

Patch panel

Cross-connect fiber cable

Patch panel

LC/LC patch cable

Switch

The connection is not working. The technician has changed both patch cables with known working
patch cables. The device had been tested and was working properly before being installed. Which of
the following is the MOST likely cause of the issue?

A. TX/RX is reversed

B. An incorrect cable was used

C. The device failed during installation
D. Attenuation is occurring

Answer: A

Explanation:

The most likely cause of the issue where the fiber connection from a device to a switch is not working
is that the TX/RX (transmit/receive) is reversed. When connecting fiber optic cables, it is important to
ensure that the TX of one device is connected to the RX of the other device and vice versa. If the
TX/RX is reversed, data cannot be transmitted successfully.

Reference:

CompTIA Network+ Certification Study Guide, Exam N10-007, Fourth Edition, Chapter 5: Network
Operations, Objective 5.1: Given a scenario, use appropriate documentation and diagrams to

manage the network.

QUESTION 14

A technician is searching for a device that is connected to the network and has the device's physical
network address. Which of the following should the technician review on the switch to locate the
device's network port?

A. IP route table
B. VLAN tag

C. MAC table
D. QoS tag

Answer: C
Explanation:

To locate a device's network port on a switch, a technician should review the gwit¢h's MAC address
table. The MAC address table maintains a list of MAC addresses of devices connected to each port on



the switch. By checking the MAC address of the device in question, the technician can identify the
port to which the device is connected.
Reference: CompTIA Network+ Certification Study Guide, Sixth Edition by Glen E. Clarke

QUESTION 15
Which of the following provides redundancy on a file server to ensure the server is still connected to
a LAN even in the event of a port failure on a switch?

A. NIC teaming
B. Load balancer
C. RAID array
D. PDUs

Answer: A

Explanation:

NIC teaming, also known as network interface card teaming or link aggregation, allows multiple
network interface cards to be grouped together to provide redundancy and increased throughput. In
the event of a port failure on a switch, NIC teaming ensures that the file server remains connected to
the LAN by automatically switching to another network interface card.

Reference: CompTIA Network+ Certification Study Guide, Sixth Edition by Glen E. Clarke

QUESTION 16

An IT organization needs to optimize speeds for global content distribution and wants to reduce
latency in high-density user locations. Which of the following technologies BEST meets the
organization's requirements?

A. Load balancing

B. Geofencing

C. Public cloud

D. Content delivery network
E. Infrastructure as a service

Answer: D

Explanation:

A content delivery network (CDN) is a distributed network of servers that delivers web content to
users based on their geographic location. By replicating content across multiple servers in various
locations, a CDN can optimize speed and reduce latency in high-density user locations.

QUESTION 17
A user reports being unable to access network resources after making someehanges. indhe office.
Which of the following should a network technician do FIRST?



A. Check the system's IP address

B. Do a ping test against the servers

C. Reseat the cables into the back of the PC
D. Ask what changes were made

Answer: D

Explanation:

When a user reports being unable to access network resources after making some changes, the
network technician should first ask the user what changes were made. This information can help the
technician identify the cause of the issue and determine the appropriate course of action.

Reference: CompTIA Network+ Certification Study Guide, Sixth Edition by Glen E. Clarke

QUESTION 18

A new cabling certification is being requested every time a network technician rebuilds one end of a
Cat 6 (vendor-certified) cable to create a crossover connection that is used to connect switches.
Which of the following would address this issue by allowing the use of the original cable?

A. CSMA/CD
B. LACP

C. PoE+

D. MDIX

Answer: D

Explanation:

MDIX (medium-dependent interface crossover) is a feature that allows network devices to
automatically detect and configure the appropriate cabling type, eliminating the need for crossover
cables. By enabling MDIX on the switches, a technician can use the original Cat 6 cable to create a
crossover connection.

Reference: CompTIA Network+ Certification Study Guide, Sixth Edition by Glen E. Clarke

QUESTION 19
A company hired a technician to find all the devices connected within a network. Which of the
following software tools would BEST assist the technician in completing this task?

A. IP scanner

B. Terminal emulator
C. NetFlow analyzer
D. Port scanner

certexam.org
Answer: A



Explanation:

To find all devices connected within a network, a technician can use an IP scanner. An IP scanner
sends a ping request to all IP addresses within a specified range and then identifies the active devices
that respond to the request.

QUESTION 20

A technician is installing a high-density wireless network and wants to use an available frequency

that supports the maximum number of channels to reduce interference. Which of the following
standard 802.11 frequency ranges should the technician look for while reviewing WAP specifications?

A.2.4GHz
B. 5GHz

C. 6GHz
D. 900MHz

Answer: B

Explanation:

802.11a/b/g/n/ac wireless networks operate in two frequency ranges: 2.4 GHz and 5 GHz. The 5 GHz
frequency range supports more channels than the 2.4 GHz frequency range, making it a better choice
for high-density wireless networks.

Reference: CompTIA Network+ Certification Study Guide, Sixth Edition by Glen E. Clarke

QUESTION 21
A technician is configuring a network switch to be used in a publicly accessible location. Which of the
following should the technician configure on the switch to prevent unintended connections?

A. DHCP snooping
B. Geofencing

C. Port security

D. Secure SNMP

Answer: C

Explanation:

Port security is a feature that restricts input to a switch port by limiting and identifying MAC
addresses of the devices allowed to access the port. This prevents unintended connections from
unauthorized devices or spoofed MAC addresses. Port security can also be configured to take actions
such as shutting down the port or sending an alert when a violation occurs. Reference:
https://partners.comptia.org/docs/default-source/resources/comptia-network-n10-008-examobjectives-(

2-0), certexam.org



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release-
10/configuration_guide/sec/b_1610 sec 9500 cg/b 1610 sec 9500 cg chapter 0101010.html

QUESTION 22
Which of the following is used to track and document various types of known vulnerabilities?

A.CVE

B. Penetration testing
C. Zero-day

D. SIEM

E. Least privilege

Answer: A

Explanation:

CVE stands for Common Vulnerabilities and Exposures, which is a list of publicly disclosed
cybersecurity vulnerabilities that is free to search, use, and incorporate into products and services.
CVE provides a standardized identifier and description for each vulnerability, as well as references to
related sources of information. CVE helps to track and document various types of known
vulnerabilities and facilitates communication and coordination among security professionals.
Reference: https://partners.comptia.org/docs/default-source/resources/comptia-network-n10-008-
exam-objectives-(2-0), https://cve.mitre.org/cve/

QUESTION 23

The network administrator is informed that a user's email password is frequently hacked by bruteforce
programs. Which of the following policies should the network administrator implements to

BEST mitigate this issue? (Choose two.)

A. Captive portal

B. Two-factor authentication
C. Complex passwords

D. Geofencing

E. Role-based access

F. Explicit deny

Answer: B, C

Explanation:

Two-factor authentication (2FA) is a method of verifying a user's identity by requiring two pieces of
evidence, such as something the user knows (e.g., a password) and something the user has (e.g., a
token or a smartphone). 2FA adds an extra layer of security that makes it harder for hackers to access
a user's account by brute-force programs. Complex passwords are passwords thataseoleng, random,
and use a combination of uppercase and lowercase letters, numbers, and symbols. Complex





