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QUESTION 1 
A suite of web applications is hosted in an Auto Scaling group of EC2 instances across three Availability Zones and is 
configured with default settings. There is an Application Load Balancer that forwards the request to the respective target 
group on the URL path. The scale-in policy has been triggered due to the low number of incoming traffic to the application. 
Which EC2 instance will be the first one to be terminated by your Auto Scaling group? 
 
A. The instance will be randomly selected by the Auto Scaling group 
B. The EC2 instance launched from the oldest launch configuration 
C. The EC2 instance which has been running for the longest time 
D. The EC2 instance which has the least number of user sessions 
 
Answer: B 
 
Explanation:  
The default termination policy is designed to help ensure that your network architecture spans Availability Zones evenly. 
With the default termination policy, the behavior of the Auto Scaling group is as follows: 
1. If there are instances in multiple Availability Zones, choose the Availability Zone with the most instances and at least one 
instance that is not protected from scale in. If there is more than one Availability Zone with this number of instances, choose 
the Availability Zone with the instances that use the oldest launch configuration. 
2. Determine which unprotected instances in the selected Availability Zone use the oldest launch configuration. If there is 
one such instance, terminate it. 
3. If there are multiple instances to terminate based on the above criteria, determine which unprotected instances are closest 
to the next billing hour. (This helps you maximize the use of your EC2 instances and manage your Amazon EC2 usage 
costs.) If there is one such instance, terminate it. 
4. If there is more than one unprotected instance closest to the next billing hour, choose one of these instances at random. 
The following flow diagram illustrates how the default termination policy works: 

 
References: 
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html#default-termination-policy 
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html 
Check out this AWS Auto Scaling Cheat Sheet: 
https://tutorialsdojo.com/aws-auto-scaling/ 

 
QUESTION 2 
A cryptocurrency trading platform is using an API built in AWS Lambda and API Gateway. Due to the recent news and 
rumors about the upcoming price surge of Bitcoin, Ethereum and other cryptocurrencies, it is expected that the trading 
platform would have a significant increase in site visitors and new users in the coming days ahead. 
In this scenario, how can you protect the backend systems of the platform from traffic spikes? 
 
A. Use CloudFront in front of the API Gateway to act as a cache. 
B. Enable throttling limits and result caching in API Gateway. 
C. Switch from using AWS Lambda and API Gateway to a more scalable and highly available architecture using EC2 
instances, ELB, and Auto Scaling. 
D. Move the Lambda function in a VPC. 
 
Answer: B 
 
Explanation:  
Amazon API Gateway provides throttling at multiple levels including global and by service call. Throttling limits can be set 
for standard rates and bursts. For example, API owners can set a rate limit of 1,000 requests per second for a specific method 
in their REST APIs, and also configure Amazon API Gateway to handle a burst of 2,000 requests per second for a few 
seconds. Amazon API Gateway tracks the number of requests per second. Any request over the limit will receive a 429 
HTTP response. The client SDKs generated by Amazon API Gateway retry calls automatically when met with this response. 
Hence, enabling throttling limits and result caching in API Gateway is the correct answer. 
You can add caching to API calls by provisioning an Amazon API Gateway cache and specifying its size in gigabytes. The 
cache is provisioned for a specific stage of your APIs. This improves performance and reduces the traffic sent to your back 
end. Cache settings allow you to control the way the cache key is built and the time-to-live (TTL) of the data stored for each 
method. Amazon API Gateway also exposes management APIs that help you invalidate the cache for each stage. 

 
The option that says: Switch from using AWS Lambda and API Gateway to a more scalable and highly available 
architecture using EC2 instances, ELB, and Auto Scaling is incorrect since there is no need to transfer your applications to 
other services. 
Using CloudFront in front of the API Gateway to act as a cache is incorrect because CloudFront only speeds up content 
delivery which provides a better latency experience for your users. It does not help much for the backend. 
Moving the Lambda function in a VPC is incorrect because this answer is irrelevant to what is being asked. A VPC is your 
own virtual private cloud where you can launch AWS services. 
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Reference: 
https://aws.amazon.com/api-gateway/faqs/ 
Check out this Amazon API Gateway Cheat Sheet: 
https://tutorialsdojo.com/amazon-api-gateway/ 
Here is an in-depth tutorial on Amazon API Gateway: 
https://youtu.be/XwfpPEFHKtQ 

QUESTION 3 
A company conducted a surprise IT audit on all of the AWS resources being used in the production environment. During the 
audit activities, it was noted that you are using a combination of Standard and Convertible Reserved EC2 instances in your 
applications. 
Which of the following are the characteristics and benefits of using these two types of Reserved EC2 instances? (Select 
TWO.) 

A. Unused Convertible Reserved Instances can later be sold at the Reserved Instance Marketplace.
B. It runs in a VPC on hardware that's dedicated to a single customer.
C. Convertible Reserved Instances allow you to exchange for another convertible reserved instance of a different instance
family.
D. It can enable you to reserve capacity for your Amazon EC2 instances in multiple Availability Zones and multiple AWS
Regions for any duration.
E. Unused Standard Reserved Instances can later be sold at the Reserved Instance Marketplace.

Answer: C,E 

Explanation:  
Reserved Instances (RIs) provide you with a significant discount (up to 75%) compared to On-Demand instance pricing. 
You have the flexibility to change families, OS types, and tenancies while benefiting from RI pricing when you use 
Convertible RIs. One important thing to remember here is that Reserved Instances are not physical instances, but rather a 
billing discount applied to the use of On-Demand Instances in your account. 
The offering class of a Reserved Instance is either Standard or Convertible. A Standard Reserved Instance provides a more 
significant discount than a Convertible Reserved Instance, but you can't exchange a Standard Reserved Instance unlike 
Convertible Reserved Instances. You can modify Standard and Convertible Reserved Instances. Take note that in 
Convertible Reserved Instances, you are allowed to exchange another Convertible Reserved instance with a different 
instance type and tenancy. 
The configuration of a Reserved Instance comprises a single instance type, platform, scope, and tenancy over a term. If your 
computing needs change, you might be able to modify or exchange yourReserved Instance. 
When your computing needs change, you can modify your Standard or Convertible Reserved Instances and continue to take 
advantage of the billing benefit. You can modify the Availability Zone, scope, network platform, or instance size (within the 
same instance type) of your Reserved Instance. You can also sell your unused instance for Standard RIs but not Convertible 
RIs on the Reserved Instance Marketplace. 
Hence, the correct options are: 
- Unused Standard Reserved Instances can later be sold at the Reserved Instance Marketplace.
- Convertible Reserved Instances allow you to exchange for another convertible reserved instance of a different instance
family.
The option that says: Unused Convertible Reserved Instances can later be sold at the Reserved Instance Marketplace is
incorrect. This is not possible. Only Standard RIs can be sold at the Reserved Instance Marketplace.
The option that says: It can enable you to reserve capacity for your Amazon EC2 instances in multiple Availability Zones
and multiple AWS Regions for any duration is incorrect because you can reserve capacity to a specific AWS Region
(regional Reserved Instance) or specific Availability Zone (zonal Reserved Instance) only. You cannot reserve capacity to
multiple AWS Regions in a single RI purchase.
The option that says: It runs in a VPC on hardware that's dedicated to a single customer is incorrect because that is the
description of a Dedicated instance and not a Reserved Instance. A Dedicated instance runs in a VPC on hardware that's
dedicated to a single customer.
References: 
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ri-modifying.html
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https://aws.amazon.com/ec2/pricing/reserved-instances/ 
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-reserved-instances.html 
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/reserved-instances-types.html 
Amazon EC2 Overview: 
https://youtu.beVsGIHT_jQE 
Check out this Amazon EC2 Cheat Sheet: 
https://tutorialsdojo.com/amazon-elastic-compute-cloud-amazon-ec2/ 

QUESTION 4 
A company needs to deploy at least 2 EC2 instances to support the normal workloads of its application and automatically 
scale up to 6 EC2 instances to handle the peak load. The architecture must be highly available and fault-tolerant as it is 
processing mission-critical workloads. 
As the Solutions Architect of the company, what should you do to meet the above requirement? 

A. Create an Auto Scaling group of EC2 instances and set the minimum capacity to 2 and the maximum capacity to 4.
Deploy 2 instances in Availability Zone A and 2 instances in Availability Zone B.
B. Create an Auto Scaling group of EC2 instances and set the minimum capacity to 4 and the maximum capacity to 6.
Deploy 2 instances in Availability Zone A and another 2 instances in Availability Zone B.
C. Create an Auto Scaling group of EC2 instances and set the minimum capacity to 2 and the maximum capacity to 6.
Deploy 4 instances in Availability Zone A.
D. Create an Auto Scaling group of EC2 instances and set the minimum capacity to 2 and the maximum capacity to 6. Use 2
Availability Zones and deploy 1 instance for each AZ.

Answer: B 

Explanation:  
Amazon EC2 Auto Scaling helps ensure that you have the correct number of Amazon EC2 instances available to handle the 
load for your application. You create collections of EC2 instances, called Auto Scaling groups. You can specify the 
minimum number of instances in each Auto Scaling group, and Amazon EC2 Auto Scaling ensures that your group never 
goes below this size. You can also specify the maximum number of instances in each Auto Scaling group, and Amazon EC2 
Auto Scaling ensures that your group never goes above this size. 

To achieve highly available and fault-tolerant architecture for your applications, you must deploy all your instances in 
different Availability Zones. This will help you isolate your resources if an outage occurs. 
Take note that to achieve fault tolerance, you need to have redundant resources in place to avoid any system degradation in 
the event of a server fault or an Availability Zone outage. Having a fault-tolerant architecture entails an extra cost in running 
additional resources than what is usually needed. This is to ensure that the mission-critical workloads are processed. 
Since the scenario requires at least 2 instances to handle regular traffic, you should have 2 instances running all the time 
even if an AZ outage occurred. You can use an Auto Scaling Group to automatically scale your compute resources across 
two or more Availability Zones. You have to specify the minimum capacity to 4 instances and the maximum capacity to 6 
instances. If each AZ has 2 instances running, even if an AZ fails, your system will still run a minimum of 2 instances. 
Hence, the correct answer in this scenario is: Create an Auto Scaling group of EC2 instances and set the 
minimum capacity to 4 and the maximum capacity to 6. Deploy 2 instances in Availability Zone A and another 2 instances 
in Availability Zone B. 
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The option that says: Create an Auto Scaling group of EC2 instances and set the minimum capacity to 2 and the maximum 
capacity to 6. Deploy 4 instances in Availability Zone A is incorrect because the instances are only deployed in a single 
Availability Zone. It cannot protect your applications and data from datacenter or AZ failures. 
The option that says: Create an Auto Scaling group of EC2 instances and set the minimum capacity to 2 and the maximum 
capacity to 6. Use 2 Availability Zones and deploy 1 instance for each AZ is incorrect. 
It is required to have 2 instances running all the time. If an AZ outage happened, ASG will launch a new instance on the 
unaffected AZ. This provisioning does not happen instantly, which means that for a certain period of time, there will only be 
1 running instance left. 
The option that says: Create an Auto Scaling group of EC2 instances and set the minimum capacity to 2 and the maximum 
capacity to 4. Deploy 2 instances in Availability Zone A and 2 instances in Availability 
Zone B is incorrect. Although this fulfills the requirement of at least 2 EC2 instances and high availability, the maximum 
capacity setting is wrong. It should be set to 6 to properly handle the peak load. If an AZ outage occurs and the system is at 
its peak load, the number of running instances in this setup will only be 4 instead of 6 and this will affect the performance of 
your application. 
References: 
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html 
https://docs.aws.amazon.com/documentdb/latest/developerguide/regions-and-azs.html 
Check out this AWS Auto Scaling Cheat Sheet: 
https://tutorialsdojo.com/aws-auto-scaling/ 

QUESTION 5 
A travel photo sharing website is using Amazon S3 to serve high-quality photos to visitors of your website. After a few 
days, you found out that there are other travel websites linking and using your photos. This resulted in financial losses for 
your business. 
What is the MOST effective method to mitigate this issue? 

A. Store and privately serve the high-quality photos on Amazon WorkDocs instead.
B. Configure your S3 bucket to remove public read access and use pre-signed URLs with expiry dates.
C. Block the IP addresses of the offending websites using NACL.
D. Use CloudFront distributions for your photos.

Answer: B 

Explanation:  
In Amazon S3, all objects are private by default. Only the object owner has permission to access these objects. However, the 
object owner can optionally share objects with others by creating a pre-signed URL, using their own security credentials, to 
grant time-limited permission to download the objects. 
When you create a pre-signed URL for your object, you must provide your security credentials, specify a bucket name, an 
object key, specify the HTTP method (GET to download the object) and expiration date and time. The pre-signed URLs are 
valid only for the specified duration. 
Anyone who receives the pre-signed URL can then access the object. For example, if you have a video in your bucket and 
both the bucket and the object are private, you can share the video with others by generating a pre-signed URL. 
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Using CloudFront distributions for your photos is incorrect. CloudFront is a content delivery network service that speeds up 
delivery of content to your customers. 
Blocking the IP addresses of the offending websites using NACL is also incorrect. Blocking IP address using NACLs is not 
a very efficient method because a quick change in IP address would easily bypass this configuration. 
Storing and privately serving the high-quality photos on Amazon WorkDocs instead is incorrect as WorkDocs is simply a 
fully managed, secure content creation, storage, and collaboration service. It is not a suitable service for storing static 
content. Amazon WorkDocs is more often used to easily create, edit, and share documents for collaboration and not for 
serving object data like Amazon S3. 
References: 
https://docs.aws.amazon.com/AmazonS3/latest/dev/ShareObjectPreSignedURL.html 
https://docs.aws.amazon.com/AmazonS3/latest/dev/ObjectOperations.html 
Check out this Amazon CloudFront Cheat Sheet: 
https://tutorialsdojo.com/amazon-cloudfront/ 
S3 Pre-signed URLs vs CloudFront Signed URLs vs Origin Access Identity (OAI) 
https://tutorialsdojo.com/s3-pre-signed-urls-vs-cloudfront-signed-urls-vs-origin-access-identity-oai/ 
Comparison of AWS Services Cheat Sheets: 
https://tutorialsdojo.com/comparison-of-aws-services/ 

 
QUESTION 6 
A tech company that you are working for has undertaken a Total Cost Of Ownership (TCO) analysis evaluating the use of 
Amazon S3 versus acquiring more storage hardware. The result was that all 1200 employees would be granted access to use 
Amazon S3 for the storage of their personal documents. 
Which of the following will you need to consider so you can set up a solution that incorporates a single sign-on feature from 
your corporate AD or LDAP directory and also restricts access for each individual user to a designated user folder in an S3 
bucket? (Select TWO.) 
 
A. Set up a matching IAM user for each of the 1200 users in your corporate directory that needs access to a folder in the S3 
bucket. 
B. Set up a Federation proxy or an Identity provider, and use AWS Security Token Service to generate temporary tokens. 
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C. Use 3rd party Single Sign-On solutions such as Atlassian Crowd, OKTA, OneLogin and manyothers.
D. Configure an IAM role and an IAM Policy to access the bucket.
E. Map each individual user to a designated user folder in S3 using Amazon WorkDocs to access their personal documents.

Answer: B,D 

Explanation:  
The question refers to one of the common scenarios for temporary credentials in AWS. Temporary credentials are useful in 
scenarios that involve identity federation, delegation, cross-account access, and IAM roles. In this example, it is called 
enterprise identity federation considering that you also need to set up a single sign-on (SSO) capability. 
The correct answers are: 
- Setup a Federation proxy or an Identity provider
- Setup an AWS Security Token Service to generate temporary tokens
- Configure an IAM role and an IAM Policy to access the bucket.

In an enterprise identity federation, you can authenticate users in your organization's network, and then provide those users 
access to AWS without creating new AWS identities for them and requiring them to sign in with a separate user name and 
password. This is known as the single sign-on (SSO) approach to temporary access. AWS STS supports open standards like 
Security Assertion Markup Language (SAML) 2.0, with which you can use Microsoft AD FS to leverage your Microsoft 
Active Directory. You can also use SAML 2.0 to manage your own solution for federating user identities. 
Using 3rd party Single Sign-On solutions such as Atlassian Crowd, OKTA, OneLogin and many others is 
incorrect since you don't have to use 3rd party solutions to provide the access. AWS already provides the necessary tools 
that you can use in this situation. 
Mapping each individual user to a designated user folder in S3 using Amazon WorkDocs to access their personal documents 
is incorrect as there is no direct way of integrating Amazon S3 with Amazon WorkDocs for this particular scenario. Amazon 
WorkDocs is simply a fully managed, secure content creation, storage, and collaboration service. With Amazon WorkDocs, 
you can easily create, edit, and share content. And because it’s stored centrally on AWS, you can access it from anywhere on 
any device. 
Setting up a matching IAM user for each of the 1200 users in your corporate directory that needs access to a folder in the S3 
bucket is incorrect since creating that many IAM users would be unnecessary. Also, you want the account to integrate with 
your AD or LDAP directory, hence, IAM Users does not fit these criteria. 
References: 
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html 
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html 
https://aws.amazon.com/premiumsupport/knowledge-center/iam-s3-user-specific-folder/ 
AWS Identity Services Overview: 
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https://youtu.be/AIdUw0i8rr0 
Check out this AWS IAM Cheat Sheet: 
https://tutorialsdojo.com/aws-identity-and-access-management-iam/ 

QUESTION 7 
The company that you are working for has a highly available architecture consisting of an elastic load balancer and several 
EC2 instances configured with auto-scaling in three Availability Zones. You want to monitor your EC2 instances based on a 
particular metric, which is not readily available in CloudWatch. 
Which of the following is a custom metric in CloudWatch which you have to manually set up? 

A. Disk Reads activity of an EC2 instance
B. Memory Utilization of an EC2 instance
C. Network packets out of an EC2 instance
D. CPU Utilization of an EC2 instance

Answer: B 

Explanation:  
CloudWatch has available Amazon EC2 Metrics for you to use for monitoring. CPU Utilization identifies the processing 
power required to run an application upon a selected instance. Network Utilization identifies the volume of incoming and 
outgoing network traffic to a single instance. Disk Reads metric is used to determine the volume of the data the application 
reads from the hard disk of the instance. This can be used to determine the speed of the application. However, there are 
certain metrics that are not readily available in CloudWatch such as memory utilization, disk space utilization, and many 
others which can be collected by setting up a custom metric. 
You need to prepare a custom metric using CloudWatch Monitoring Scripts which is written in Perl. You can also install 
CloudWatch Agent to collect more system-level metrics from Amazon EC2 instances. 
Here's the list of custom metrics that you can set up: 
- Memory utilization
- Disk swap utilization
- Disk space utilization
- Page file utilization
- Log collection
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CPU Utilization of an EC2 instance, Disk Reads activity of an EC2 instance, and Network packets out of an EC2 instance 
are all incorrect because these metrics are readily available in CloudWatch by default. 
References: 
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring_ec2.html 
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html#using_put_script 
Check out this Amazon EC2 Cheat Sheet: 
https://tutorialsdojo.com/amazon-elastic-compute-cloud-amazon-ec2/ 
Check out this Amazon CloudWatch Cheat Sheet: 
https://tutorialsdojo.com/amazon-cloudwatch/ 

 
QUESTION 8 
A Solutions Architect is working for a company which has multiple VPCs in various AWS regions. The Architect is 
assigned to set up a logging system which will track all of the changes made to their AWS resources in all regions, including 
the configurations made in IAM, CloudFront, AWS WAF, and Route 53. In order to pass the compliance requirements, the 
solution must ensure the security, integrity, and durability of the log data. It should also provide an event history of all API 
calls made in AWS Management Console and AWS CLI. 
Which of the following solutions is the best fit for this scenario? 
 
A. Set up a new CloudTrail trail in a new S3 bucket using the AWS CLI and also pass both the --ismulti- region-trail and --
include-global-service-events parameters then encrypt log files using KMS encryption. Apply Multi Factor Authentication 
(MFA) Delete on the S3 bucket and ensure that only authorized users can access the logs by configuring the bucket policies. 
B. Set up a new CloudWatch trail in a new S3 bucket using the CloudTrail console and also pass the -- is-multi-region-trail 
parameter then encrypt log files using KMS encryption. Apply Multi Factor Authentication (MFA) Delete on the S3 bucket 
and ensure that only authorized users can access the logs by configuring the bucket policies. 
C. Set up a new CloudTrail trail in a new S3 bucket using the AWS CLI and also pass both the --ismulti- region-trail and --
no-include-global-service-events parameters then encrypt log files using KMS encryption. Apply Multi Factor 
Authentication (MFA) Delete on the S3 bucket and ensure that only authorized users can access the logs by configuring the 
bucket policies. 
D. Set up a new CloudWatch trail in a new S3 bucket using the AWS CLI and also pass both the --ismulti- region-trail and --
include-global-service-events parameters then encrypt log files using KMS encryption. Apply Multi Factor Authentication 
(MFA) Delete on the S3 bucket and ensure that only authorized users can access the logs by configuring the bucket policies. 
 
Answer: A 
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Explanation:  
An event in CloudTrail is the record of an activity in an AWS account. This activity can be an action taken by a user, role, or 
service that is monitorable by CloudTrail. CloudTrail events provide a history of both API and non-API account activity 
made through the AWS Management Console, AWS SDKs, commandline tools, and other AWS services. There are two 
types of events that can be logged in CloudTrail: 

management events and data events. By default, trails log management events, but not data events. 

 
A trail can be applied to all regions or a single region. As a best practice, create a trail that applies to all regions in the AWS 
partition in which you are working. This is the default setting when you create a trail in the CloudTrail console. 
For most services, events are recorded in the region where the action occurred. For global services such as AWS Identity and 
Access Management (IAM), AWS STS, Amazon CloudFront, and Route 53, events are delivered to any trail that includes 
global services, and are logged as occurring in US East (N.Virginia) Region. 
In this scenario, the company requires a secure and durable logging solution that will track all of the activities of all AWS 
resources in all regions. CloudTrail can be used for this case with multi-region trail enabled, however, it will only cover the 
activities of the regional services (EC2, S3, RDS etc.) and not for global services such as IAM, CloudFront, AWS WAF, and 
Route 53. In order to satisfy the requirement, you have to add the --include-global-service-events parameter in your AWS 
CLI command. 
The option that says: Set up a new CloudTrail trail in a new S3 bucket using the AWS CLI and also pass both the --is-multi-
region-trail and --include-global-service-events parameters then encrypt log files using KMS encryption. Apply Multi Factor 
Authentication (MFA) Delete on the S3 bucket and ensure that only authorized users can access the logs by configuring the 
bucket policies is correct because it provides security, integrity, and durability to your log data and in addition, it has the -
include-global-service-events parameter enabled which will also include activity from global services such as IAM, Route 
53, AWS 
WAF, and CloudFront. 
The option that says: Set up a new CloudWatch trail in a new S3 bucket using the AWS CLI and also pass both the --is-
multi-region-trail and --include-global-service-events parameters then encrypt log files using KMS encryption. Apply Multi 
Factor Authentication (MFA) Delete on the S3 bucket and ensure that only authorized users can access the logs by 
configuring the bucket policies is incorrect because you need to use CloudTrail instead of CloudWatch. 
The option that says: Set up a new CloudWatch trail in a new S3 bucket using the CloudTrail console and also pass the --is-
multi-region-trail parameter then encrypt log files using KMS encryption. Apply Multi Factor Authentication (MFA) Delete 
on the S3 bucket and ensure that only authorized users can access the logs by configuring the bucket policies is incorrect 
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because you need to use CloudTrail instead of CloudWatch. In addition, the --include-global-service-events parameter is 
also missing in this setup. 
The option that says: Set up a new CloudTrail trail in a new S3 bucket using the AWS CLI and also pass both the --is-multi-
region-trail and --no-include-global-service-events parameters then encrypt log files using KMS encryption. Apply Multi 
Factor Authentication (MFA) Delete on the S3 bucket and ensure that only authorized users can access the logs by 
configuring the bucket policies is incorrect because the -- is-multi-region-trail is not enough as you also need to add the --
include-global-service-events parameter and not --no-include-global-service-events. 
References: 
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-concepts.html#cloudtrail-concepts-global-service-
events 
http://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html 
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli.html 
Check out this AWS CloudTrail Cheat Sheet: 
https://tutorialsdojo.com/aws-cloudtrail/ 

 
QUESTION 9 
A company hosted an e-commerce website on an Auto Scaling group of EC2 instances behind an Application Load 
Balancer. The Solutions Architect noticed that the website is receiving a large number of illegitimate external requests from 
multiple systems with IP addresses that constantly change. To resolve the performance issues, the Solutions Architect must 
implement a solution that would block the illegitimate requests with minimal impact on legitimate traffic. 
Which of the following options fulfills this requirement? 
 
A. Create a custom rule in the security group of the Application Load Balancer to block the offending requests. 
B. Create a custom network ACL and associate it with the subnet of the Application Load Balancer to block the offending 
requests. 
C. Create a rate-based rule in AWS WAF and associate the web ACL to an Application Load Balancer. 
D. Create a regular rule in AWS WAF and associate the web ACL to an Application Load Balancer. 
 
Answer: C 
 
Explanation:  
AWS WAF is tightly integrated with Amazon CloudFront, the Application Load Balancer (ALB), Amazon API Gateway, 
and AWS AppSync ‘“ services that AWS customers commonly use to deliver content for their websites and applications. 
When you use AWS WAF on Amazon CloudFront, your rules run in all AWS Edge Locations, located around the world 
close to your end-users. This means security doesn’t come at the expense of performance. Blocked requests are stopped 
before they reach your web servers. 
When you use AWS WAF on regional services, such as Application Load Balancer, Amazon API 
Gateway, and AWS AppSync, your rules run in the region and can be used to protect Internet-facing resources as well as 
internal resources. 
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A rate-based rule tracks the rate of requests for each originating IP address and triggers the rule action on IPs with rates that 
go over a limit. You set the limit as the number of requests per 5-minute time span. 
You can use this type of rule to put a temporary block on requests from an IP address that's sending 
excessive requests. 
Based on the given scenario, the requirement is to limit the number of requests from the illegitimate requests without 
affecting the genuine requests. To accomplish this requirement, you can use AWS WAF web ACL. There are two types of 
rules in creating your own web ACL rule: regular and rate-based rules. You need to select the latter to add a rate limit to 
your web ACL. After creating the web ACL, you can associate it with ALB. When the rule action triggers, AWS WAF 
applies the action to additional requests from the IP address until the request rate falls below the limit. 
Hence, the correct answer is: Create a rate-based rule in AWS WAF and associate the web ACL to an 
Application Load Balancer. 
The option that says: Create a regular rule in AWS WAF and associate the web ACL to an Application Load Balancer is 
incorrect because a regular rule only matches the statement defined in the rule. If you need to add a rate limit to your rule, 
you should create a rate-based rule. 
The option that says: Create a custom network ACL and associate it with the subnet of the Application 
Load Balancer to block the offending requests is incorrect. Although NACLs can help you block incoming traffic, this 
option wouldn't be able to limit the number of requests from a single IP address that is dynamically changing. 
The option that says: Create a custom rule in the security group of the Application Load Balancer to block the offending 
requests is incorrect because the security group can only allow incoming traffic. 
Remember that you can't deny traffic using security groups. In addition, it is not capable of limiting the rate of traffic to your 
application unlike AWS WAF. 
References: 
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html 
https://aws.amazon.com/waf/faqs/ 
Check out this AWS WAF Cheat Sheet: 
https://tutorialsdojo.com/aws-waf/ 
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AWS Security Services Overview - WAF, Shield, CloudHSM, KMS: 
https://www.youtube.com/watch?v=-1S-RdeAmMo 

QUESTION 10 
There was an incident in your production environment where the user data stored in the S3 bucket has been accidentally 
deleted by one of the Junior DevOps Engineers. The issue was escalated to your manager and after a few days, you were 
instructed to improve the security and protection of your AWS resources. 
What combination of the following options will protect the S3 objects in your bucket from both accidental deletion and 
overwriting? (Select TWO.) 

A. Enable Amazon S3 Intelligent-Tiering
B. Enable Versioning
C. Enable Multi-Factor Authentication Delete
D. Provide access to S3 data strictly through pre-signed URL only
E. Disallow S3 Delete using an IAM bucket policy

Answer: B,C 

Explanation:  
By using Versioning and enabling MFA (Multi-Factor Authentication) Delete, you can secure and recover your S3 objects 
from accidental deletion or overwrite. 
Versioning is a means of keeping multiple variants of an object in the same bucket. Versioning-enabled buckets enable you 
to recover objects from accidental deletion or overwrite. You can use versioning to preserve, retrieve, and restore every 
version of every object stored in your Amazon S3 bucket. With versioning, you can easily recover from both unintended 
user actions and application failures. 
You can also optionally add another layer of security by configuring a bucket to enable MFA (Multi- Factor Authentication) 
Delete, which requires additional authentication for either of the following operations: 
- Change the versioning state of your bucket
- Permanently delete an object version
MFA Delete requires two forms of authentication together:
- Your security credentials
- The concatenation of a valid serial number, a space, and the six-digit code displayed on an approved
authentication device
Providing access to S3 data strictly through pre-signed URL only is incorrect since a pre-signed URL gives access to the
object identified in the URL. Pre-signed URLs are useful when customers perform an object upload to your S3 bucket, but
does not help in preventing accidental deletes.
Disallowing S3 Delete using an IAM bucket policy is incorrect since you still want users to be able to delete objects in the
bucket, and you just want to prevent accidental deletions. Disallowing S3 Delete using an IAM bucket policy will restrict all
delete operations to your bucket.
Enabling Amazon S3 Intelligent-Tiering is incorrect since S3 intelligent tiering does not help in this situation.
Reference:
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
Check out this Amazon S3 Cheat Sheet:
https://tutorialsdojo.com/amazon-s3/

QUESTION 11 
A Docker application, which is running on an Amazon ECS cluster behind a load balancer, is heavily using DynamoDB. 
You are instructed to improve the database performance by distributing the workload evenly and using the provisioned 
throughput efficiently. 
Which of the following would you consider to implement for your DynamoDB table? 

A. Use partition keys with low-cardinality attributes, which have a few number of distinct values for each item.
B. Reduce the number of partition keys in the DynamoDB table.
C. Use partition keys with high-cardinality attributes, which have a large number of distinct values for each item.
D. Avoid using a composite primary key, which is composed of a partition key and a sort key.certexam.org



Answer: C 
 
Explanation:  
The partition key portion of a table's primary key determines the logical partitions in which a table's data is stored. This in 
turn affects the underlying physical partitions. Provisioned I/O capacity for the table is divided evenly among these physical 
partitions. Therefore a partition key design that doesn't distribute I/O requests evenly can create "hot" partitions that result in 
throttling and use your provisioned I/O capacity inefficiently. 
The optimal usage of a table's provisioned throughput depends not only on the workload patterns of individual items, but 
also on the partition-key design. This doesn't mean that you must access all partition key values to achieve an efficient 
throughput level, or even that the percentage of accessed partition key values must be high. It does mean that the more 
distinct partition key values that your workload accesses, the more those requests will be spread across the partitioned space. 
In general, you will use your provisioned throughput more efficiently as the ratio of partition key values accessed to the total 
number of partition key values increases. 
One example for this is the use of partition keys with high-cardinality attributes, which have a large number of distinct 
values for each item. 
Reducing the number of partition keys in the DynamoDB table is incorrect. Instead of doing this, you should actually add 
more to improve its performance to distribute the I/O requests evenly and not avoid "hot" partitions. 
Using partition keys with low-cardinality attributes, which have a few number of distinct values for each item is incorrect 
because this is the exact opposite of the correct answer. Remember that the more distinct partition key values your workload 
accesses, the more those requests will be spread across the partitioned space. Conversely, the less distinct partition key 
values, the less evenly spread it would be across the partitioned space, which effectively slows the performance. 
The option that says: Avoid using a composite primary key, which is composed of a partition key and a sort key is incorrect 
because as mentioned, a composite primary key will provide more partition for the table and in turn, improves the 
performance. Hence, it should be used and not avoided. 
References: 
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/bp-partition-key-uniform-load.ht 
ml 
https://aws.amazon.com/blogs/database/choosing-the-right-dynamodb-partition-key/ 
Check out this Amazon DynamoDB Cheat Sheet: 
https://tutorialsdojo.com/amazon-dynamodb/ 
Amazon DynamoDB Overview: 
https://www.youtube.com/watch?v=3ZOyUNIeorU 

 
QUESTION 12 
A car dealership website hosted in Amazon EC2 stores car listings in an Amazon Aurora database managed by Amazon 
RDS. Once a vehicle has been sold, its data must be removed from the current listings and forwarded to a distributed 
processing system. 
Which of the following options can satisfy the given requirement? 
 
A. Create an RDS event subscription and send the notifications to Amazon SQS. Configure the SQS queues to fan out the 
event notifications to multiple Amazon SNS topics. Process the data using Lambda functions. 
B. Create an RDS event subscription and send the notifications to AWS Lambda. Configure the Lambda function to fan out 
the event notifications to multiple Amazon SQS queues to update the processing system. 
C. Create a native function or a stored procedure that invokes a Lambda function. Configure the Lambda function to send 
event notifications to an Amazon SQS queue for the processing system to consume. 
D. Create an RDS event subscription and send the notifications to Amazon SNS. Configure the SNS topic to fan out the 
event notifications to multiple Amazon SQS queues. Process the data using Lambda functions. 
 
Answer: C 
 
Explanation:  
You can invoke an AWS Lambda function from an Amazon Aurora MySQL-Compatible Edition DB cluster with a native 
function or a stored procedure. This approach can be useful when you want to integrate your database running on Aurora 
MySQL with other AWS services. For example, you might want to capture data changes whenever a row in a table is 
modified in your database. certexam.org



 
In the scenario, you can trigger a Lambda function whenever a listing is deleted from the database. You can then write the 
logic of the function to send the listing data to an SQS queue and have different processes consume it. 
Hence, the correct answer is: Create a native function or a stored procedure that invokes a Lambda function. Configure the 
Lambda function to send event notifications to an Amazon SQS queue for the processing system to consume. 
RDS events only provide operational events such as DB instance events, DB parameter group events, DB security group 
events, and DB snapshot events. What we need in the scenario is to capture datamodifying events (INSERT, DELETE, 
UPDATE) which can be achieved thru native functions or stored procedures. Hence, the following options are incorrect: 
- Create an RDS event subscription and send the notifications to Amazon SQS. Configure the SQS queues to fan out the 
event notifications to multiple Amazon SNS topics. Process the data using Lambda functions. 
- Create an RDS event subscription and send the notifications to AWS Lambda. Configure the Lambda function to fan out 
the event notifications to multiple Amazon SQS queues to update the processing system. 
- Create an RDS event subscription and send the notifications to Amazon SNS. Configure the SNS topic to fan out the event 
notifications to multiple Amazon SQS queues. Process the data using Lambda functions. 
References: 
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html 
https://aws.amazon.com/blogs/database/capturing-data-changes-in-amazon-aurora-using-aws-lambda/ 
Amazon Aurora Overview: 
https://youtu.be/iwS1h7rLNBQ 
Check out this Amazon Aurora Cheat Sheet: 
https://tutorialsdojo.com/amazon-aurora/ 

 
QUESTION 13 
An online cryptocurrency exchange platform is hosted in AWS which uses ECS Cluster and RDS in Multi-AZ Deployments 
configuration. The application is heavily using the RDS instance to process complex read and write database operations. To 
maintain the reliability, availability, and performance of your systems, you have to closely monitor how the different 
processes or threads on a DB instance use the CPU, including the percentage of the CPU bandwidth and total memory 
consumed by each process. 
Which of the following is the most suitable solution to properly monitor your database? 
 
A. Check the CPU% and MEM% metrics which are readily available in the Amazon RDS console that shows the percentage 
of the CPU bandwidth and total memory consumed by each database process of your RDS instance. 
B. Use Amazon CloudWatch to monitor the CPU Utilization of your database. 
C. Enable Enhanced Monitoring in RDS. 
D. Create a script that collects and publishes custom metrics to CloudWatch, which tracks the real-time 
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CPU Utilization of the RDS instance, and then set up a custom CloudWatch dashboard to view the metrics. 
 
Answer: C 
 
Explanation:  
Amazon RDS provides metrics in real time for the operating system (OS) that your DB instance runs on. You can view the 
metrics for your DB instance using the console, or consume the Enhanced Monitoring JSON output from CloudWatch Logs 
in a monitoring system of your choice. By default, Enhanced Monitoring metrics are stored in the CloudWatch Logs for 30 
days. To modify the amount of time the metrics are stored in the CloudWatch Logs, change the retention for the 
RDSOSMetrics log group in the CloudWatch console. 
Take note that there are certain differences between CloudWatch and Enhanced Monitoring Metrics. CloudWatch gathers 
metrics about CPU utilization from the hypervisor for a DB instance, and Enhanced Monitoring gathers its metrics from an 
agent on the instance. As a result, you might find differences between the measurements, because the hypervisor layer 
performs a small amount of work. Hence, enabling Enhanced Monitoring in RDS is the correct answer in this specific 
scenario. 
The differences can be greater if your DB instances use smaller instance classes, because then there are likely more virtual 
machines (VMs) that are managed by the hypervisor layer on a single physical instance. Enhanced Monitoring metrics are 
useful when you want to see how different processes or threads on a DB instance use the CPU. 

 
Using Amazon CloudWatch to monitor the CPU Utilization of your database is incorrect. Although you can use this to 
monitor the CPU Utilization of your database instance, it does not provide the percentage of the CPU bandwidth and total 
memory consumed by each database process in your RDS instance. 
Take note that CloudWatch gathers metrics about CPU utilization from the hypervisor for a DB instance while RDS 
Enhanced Monitoring gathers its metrics from an agent on the instance. 
The option that says: Create a script that collects and publishes custom metrics to CloudWatch, which tracks the real-time 
CPU Utilization of the RDS instance and then set up a custom CloudWatch dashboard to view the metrics is incorrect. 
Although you can use Amazon CloudWatch Logs and CloudWatch dashboard to monitor the CPU Utilization of the 
database instance, using CloudWatch alone is still not enough to get the specific percentage of the CPU bandwidth and total 
memory consumed by each database processes. The data provided by CloudWatch is not as detailed as 
compared with the Enhanced Monitoring feature in RDS. Take note as well that you do not have direct 
access to the instances/servers of your RDS database instance, unlike with your EC2 instances where 
you can install a CloudWatch agent or a custom script to get CPU and memory utilization of your 
instance. 
The option that says: Check the CPU% and MEM% metrics which are readily available in the Amazon RDS console that 
shows the percentage of the CPU bandwidth and total memory consumed by each database process of your RDS instance is 
incorrect because the CPU% and MEM% metrics are not readily available in the Amazon RDS console, which is contrary to 
what is being stated in this option. 
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References: 
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html#USER_Monitor 
ing.OS.CloudWatchLogs 
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MonitoringOverview.html#monitoring-cloudwatch 
Check out this Amazon CloudWatch Cheat Sheet: 
https://tutorialsdojo.com/amazon-cloudwatch/ 
Check out this Amazon RDS Cheat Sheet: 
https://tutorialsdojo.com/amazon-relational-database-service-amazon-rds/ 

 
QUESTION 14 
A company is using Amazon S3 to store frequently accessed data. When an object is created or deleted, the S3 bucket will 
send an event notification to the Amazon SQS queue. A solutions architect needs to create a solution that will notify the 
development and operations team about the created or deleted objects. 
Which of the following would satisfy this requirement? 
 
A. Create an Amazon SNS topic and configure two Amazon SQS queues to subscribe to the topic. Grant Amazon S3 
permission to send notifications to Amazon SNS and update the bucket to use the new SNS topic. 
B. Create a new Amazon SNS FIFO topic for the other team. Grant Amazon S3 permission to send the notification to the 
second SNS topic. 
C. Set up an Amazon SNS topic and configure two Amazon SQS queues to poll the SNS topic. Grant Amazon S3 
permission to send notifications to Amazon SNS and update the bucket to use the new SNS topic. 
D. Set up another Amazon SQS queue for the other team. Grant Amazon S3 permission to send a notification to the second 
SQS queue. 
 
Answer: A 
 
Explanation:  
The Amazon S3 notification feature enables you to receive notifications when certain events happen in your bucket. To 
enable notifications, you must first add a notification configuration that identifies the events you want Amazon S3 to publish 
and the destinations where you want Amazon S3 to send the notifications. You store this configuration in the notification 
subresource that is associated with a bucket. 
Amazon S3 supports the following destinations where it can publish events: 
- Amazon Simple Notification Service (Amazon SNS) topic 
- Amazon Simple Queue Service (Amazon SQS) queue 
- AWS Lambda 
In Amazon SNS, the fanout scenario is when a message published to an SNS topic is replicated and 
pushed to multiple endpoints, such as Amazon SQS queues, HTTP(S) endpoints, and Lambda functions. This allows for 
parallel asynchronous processing. 

 
For example, you can develop an application that publishes a message to an SNS topic whenever an order is placed for a 
product. Then, SQS queues that are subscribed to the SNS topic receive identical notifications for the new order. An 
Amazon Elastic Compute Cloud (Amazon EC2) server instance 
attached to one of the SQS queues can handle the processing or fulfillment of the order. And you can attach another Amazon 
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EC2 server instance to a data warehouse for analysis of all orders received. 
Based on the given scenario, the existing setup sends the event notification to an SQS queue. Since you need to send the 
notification to the development and operations team, you can use a combination of 
Amazon SNS and SQS. By using the message fanout pattern, you can create a topic and use two Amazon SQS queues to 
subscribe to the topic. If Amazon SNS receives an event notification, it will publish the message to both subscribers. 
Take note that Amazon S3 event notifications are designed to be delivered at least once and to one destination only. You 
cannot attach two or more SNS topics or SQS queues for S3 event notification. 
Therefore, you must send the event notification to Amazon SNS. 
Hence, the correct answer is: Create an Amazon SNS topic and configure two Amazon SQS queues to subscribe to the topic. 
Grant Amazon S3 permission to send notifications to Amazon SNS and update the bucket to use the new SNS topic. 
The option that says: Set up another Amazon SQS queue for the other team. Grant Amazon S3 permission to send a 
notification to the second SQS queue is incorrect because you can only add 1 SQS or SNS at a time for Amazon S3 events 
notification. If you need to send the events to multiple subscribers, you should implement a message fanout pattern with 
Amazon SNS and Amazon SQS. 
The option that says: Create a new Amazon SNS FIFO topic for the other team. Grant Amazon S3 permission to send the 
notification to the second SNS topic is incorrect. Just as mentioned in the previous option, you can only add 1 SQS or SNS 
at a time for Amazon S3 events notification. In addition, 
neither Amazon SNS FIFO topic nor Amazon SQS FIFO queue is warranted in this scenario. Both of them can be used 
together to provide strict message ordering and message deduplication. The FIFO capabilities of each of these services work 
together to act as a fully managed service to integrate distributed applications that require data consistency in near-real-time.
The option that says: Set up an Amazon SNS topic and configure two Amazon SQS queues to poll the SNS topic. Grant 
Amazon S3 permission to send notifications to Amazon SNS and update the bucket to use the new SNS topic is incorrect 
because you can't poll Amazon SNS. Instead of configuring queues to poll Amazon SNS, you should configure each 
Amazon SQS queue to subscribe to the SNS topic. 
References: 
https://docs.aws.amazon.com/AmazonS3/latest/dev/ways-to-add-notification-config-to-bucket.html 
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html#notification-how-to-overview 
https://docs.aws.amazon.com/sns/latest/dg/welcome.html 
Check out this Amazon S3 Cheat Sheet: 
https://tutorialsdojo.com/amazon-s3/ 
Amazon SNS Overview: 
https://youtu.be/ft5R45lEUJ8 

QUESTION 15 
A popular mobile game uses CloudFront, Lambda, and DynamoDB for its backend services. The player data is persisted on 
a DynamoDB table and the static assets are distributed by CloudFront. However, there are a lot of complaints that saving 
and retrieving player information is taking a lot of time. 
To improve the game's performance, which AWS service can you use to reduce DynamoDB response times from 
milliseconds to microseconds? 

A. Amazon DynamoDB Accelerator (DAX)
B. DynamoDB Auto Scaling
C. Amazon ElastiCache
D. AWS Device Farm

Answer: A 

Explanation:  
Amazon DynamoDB Accelerator (DAX) is a fully managed, highly available, in-memory cache that can reduce Amazon 
DynamoDB response times from milliseconds to microseconds, even at millions of requests per second. 
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Amazon ElastiCache is incorrect because although you may use ElastiCache as your database cache, it will not reduce the 
DynamoDB response time from milliseconds to microseconds as compared with DynamoDB DAX. 
AWS Device Farm is incorrect because this is an app testing service that lets you test and interact with your Android, iOS, 
and web apps on many devices at once, or reproduce issues on a device in real time. 
DynamoDB Auto Scaling is incorrect because this is primarily used to automate capacity management for your tables and 
global secondary indexes. 
References: 
https://aws.amazon.com/dynamodb/dax 
https://aws.amazon.com/device-farm 
Check out this Amazon DynamoDB Cheat Sheet: 
https://tutorialsdojo.com/amazon-dynamodb/ 

 
QUESTION 16 
A company has 3 DevOps engineers that are handling its software development and infrastructure management processes. 
One of the engineers accidentally deleted a file hosted in Amazon S3 which has caused disruption of service. 
What can the DevOps engineers do to prevent this from happening again? 
 
A. Set up a signed URL for all users. 
B. Create an IAM bucket policy that disables delete operation. 
C. Use S3 Infrequently Accessed storage to store the data. 
D. Enable S3 Versioning and Multi-Factor Authentication Delete on the bucket. 
 
Answer: D 
 
Explanation:  
To avoid accidental deletion in Amazon S3 bucket, you can: 
- Enable Versioning 
- Enable MFA (Multi-Factor Authentication) Delete 
Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, 
retrieve, and restore every version of every object stored in your Amazon S3 bucket. With versioning, you can easily recover 
from both unintended user actions and application failures. 
If the MFA (Multi-Factor Authentication) Delete is enabled, it requires additional authentication for either of the following 
operations: 
- Change the versioning state of your bucket 
- Permanently delete an object version 
Using S3 Infrequently Accessed storage to store the data is incorrect. Switching your storage class to S3 Infrequent Access 
won't help mitigate accidental deletions. 
Setting up a signed URL for all users is incorrect. Signed URLs give you more control over access to your content, so this 
feature deals more on accessing rather than deletion. 
Creating an IAM bucket policy that disables delete operation is incorrect. If you create a bucket policy preventing deletion, 
other users won't be able to delete objects that should be deleted. You only want to prevent accidental deletion, not disable 
the action itself. 
Reference: 
http://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html 
Check out this Amazon S3 Cheat Sheet: 
https://tutorialsdojo.com/amazon-s3/ 

 
QUESTION 17 
A company collects atmospheric data such as temperature, air pressure, and humidity from different . Each site location is 
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equipped with various weather instruments and a high-speed Internet connection. The average collected data in each location 
is around 500 GB and will be analyzed by a weather forecasting application hosted in Northern Virginia. As the Solutions 
Architect, you need to aggregate all the data in the fastest way. 
Which of the following options can satisfy the given requirement? 
 
A. Use AWS Snowball Edge to transfer large amounts of data. 
B. Upload the data to the closest S3 bucket. Set up a cross-region replication and copy the objects to the destination bucket. 
C. Enable Transfer Acceleration in the destination bucket and upload the collected data using Multipart Upload. 
D. Set up a Site-to-Site VPN connection. 
 
Answer: C 
 
Explanation:  
Amazon S3 is object storage built to store and retrieve any amount of data from anywhere on the Internet. It’s a simple 
storage service that offers industry-leading durability, availability, performance, security, and virtually unlimited scalability 
at very low costs. Amazon S3 is also designed to be highly flexible. Store any type and amount of data that you want; read 
the same piece of data a million times or only for emergency disaster recovery; build a simple FTP application or a 
sophisticated web application. 
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Since the weather forecasting application is located in N.Virginia, you need to transfer all the data in the same AWS Region. 
With Amazon S3 Transfer Acceleration, you can speed up content transfers to and from Amazon S3 by as much as 50-500% 
for long-distance transfer of larger objects. Multipart upload allows you to upload a single object as a set of parts. After all 
the parts of your object are uploaded, Amazon S3 then presents the data as a single object. This approach is the fastest way 
to aggregate all the data. 
Hence, the correct answer is: Enable Transfer Acceleration in the destination bucket and upload the collected data using 
Multipart Upload. 
The option that says: Upload the data to the closest S3 bucket. Set up a cross-region replication and copy the objects to the 
destination bucket is incorrect because replicating the objects to the destination bucket takes about 15 minutes. Take note 
that the requirement in the scenario is to aggregate the data in the fastest way. 
The option that says: Use AWS Snowball Edge to transfer large amounts of data is incorrect because the end-to-end time to 
transfer up to 80 TB of data into AWS Snowball Edge is approximately one week. 
The option that says: Set up a Site-to-Site VPN connection is incorrect because setting up a VPN connection is not needed in 
this scenario. Site-to-Site VPN is just used for establishing secure connections between an on-premises network and 
Amazon VPC. Also, this approach is not the fastest way to transfer your data. You must use Amazon S3 Transfer 
Acceleration. 
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References: 
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication.html 
https://docs.aws.amazon.com/AmazonS3/latest/dev/transfer-acceleration.html 
Check out this Amazon S3 Cheat Sheet: 
https://tutorialsdojo.com/amazon-s3/ 

 
QUESTION 18 
A company has a cloud architecture that is composed of Linux and Windows EC2 instances that process high volumes of 
financial data 24 hours a day, 7 days a week. To ensure high availability of the systems, the Solutions Architect needs to 
create a solution that allows them to monitor the memory and disk utilization metrics of all the instances. 
Which of the following is the most suitable monitoring solution to implement? 
 
A. Use the default CloudWatch configuration to EC2 instances where the memory and disk utilization metrics are already 
available. Install the AWS Systems Manager (SSM) Agent to all the EC2 instances. 
B. Install the CloudWatch agent to all the EC2 instances that gathers the memory and disk utilization data. View the custom 
metrics in the Amazon CloudWatch console. 
C. Use Amazon Inspector and install the Inspector agent to all EC2 instances. 
D. Enable the Enhanced Monitoring option in EC2 and install CloudWatch agent to all the EC2 instances to be able to view 
the memory and disk utilization in the CloudWatch dashboard. 
 
Answer: B 
 
Explanation:  
Amazon CloudWatch has available Amazon EC2 Metrics for you to use for monitoring CPU utilization, Network utilization, 
Disk performance, and Disk Reads/Writes. In case you need to monitor the below items, you need to prepare a custom 
metric using a Perl or other shell script, as there are no ready to use metrics for: 
Memory utilization 
Disk swap utilization 
Disk space utilization 
Page file utilization 
Log collection 

 
Take note that there is a multi-platform CloudWatch agent which can be installed on both Linux and Windows-based 
instances. You can use a single agent to collect both system metrics and log files from Amazon EC2 instances and on-
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premises servers. This agent supports both Windows Server and Linux and enables you to select the metrics to be collected, 
including sub-resource metrics such as per-CPU core. It is recommended that you use the new agent instead of the older 
monitoring scripts to collect metrics and logs. 
Hence, the correct answer is: Install the CloudWatch agent to all the EC2 instances that gathers the memory and disk 
utilization data. View the custom metrics in the Amazon CloudWatch console. 
The option that says: Use the default CloudWatch configuration to EC2 instances where the memory and disk utilization 
metrics are already available. Install the AWS Systems Manager (SSM) Agent to all the EC2 instances is incorrect because, 
by default, CloudWatch does not automatically provide memory and disk utilization metrics of your instances. You have to 
set up custom CloudWatch metrics to monitor the memory, disk swap, disk space, and page file utilization of your instances.
The option that says: Enable the Enhanced Monitoring option in EC2 and install CloudWatch agent to all the EC2 instances 
to be able to view the memory and disk utilization in the CloudWatch dashboard is incorrect because Enhanced Monitoring 
is a feature of Amazon RDS. By default, Enhanced Monitoring metrics are stored for 30 days in the CloudWatch Logs. 
The option that says: Use Amazon Inspector and install the Inspector agent to all EC2 instances is incorrect because Amazon 
Inspector is an automated security assessment service that helps you test the network accessibility of your Amazon EC2 
instances and the security state of your applications running on the instances. It does not provide a custom metric to track the 
memory and disk utilization of each and every EC2 instance in your VPC. 
References: 
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring_ec2.html 
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html#using_put_script 
Check out this Amazon CloudWatch Cheat Sheet: 
https://tutorialsdojo.com/amazon-cloudwatch/ 
CloudWatch Agent vs SSM Agent vs Custom Daemon Scripts: 
https://tutorialsdojo.com/cloudwatch-agent-vs-ssm-agent-vs-custom-daemon-scripts/ 
Comparison of AWS Services Cheat Sheets: 
https://tutorialsdojo.com/comparison-of-aws-services/ 

QUESTION 19 
A company needs to design an online analytics application that uses Redshift Cluster for its data warehouse. Which of the 
following services allows them to monitor all API calls in Redshift instance and can also provide secured data for auditing 
and compliance purposes? 

A. Amazon Redshift Spectrum
B. AWS CloudTrail
C. AWS X-Ray
D. Amazon CloudWatch

Answer: B 

Explanation:  
AWS CloudTrail is a service that enables governance, compliance, operational auditing, and risk auditing of your AWS 
account. With CloudTrail, you can log, continuously monitor, and retain account activity related to actions across your AWS 
infrastructure. By default, CloudTrail is enabled on your AWS account when you create it. When activity occurs in your 
AWS account, that activity is recorded in a CloudTrail event. You can easily view recent events in the CloudTrail console 
by going to Event history. 
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CloudTrail provides event history of your AWS account activity, including actions taken through the AWS Management 
Console, AWS SDKs, command line tools, API calls, and other AWS services. This event history simplifies security 
analysis, resource change tracking, and troubleshooting. 
Hence, the correct answer is: AWS CloudTrail. 
Amazon CloudWatch is incorrect. Although this is also a monitoring service, it cannot track the API calls to your AWS 
resources. 
AWS X-Ray is incorrect because this is not a suitable service to use to track each API call to your AWS resources. It just 
helps you debug and analyze your microservices applications with request tracing so you can find the root cause of issues 
and performance. 
Amazon Redshift Spectrum is incorrect because this is not a monitoring service but rather a feature of Amazon Redshift that 
enables you to query and analyze all of your data in Amazon S3 using the open data formats you already use, with no data 
loading or transformations needed. 
References: 
https://aws.amazon.com/cloudtrail/ 
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html 
Check out this AWS CloudTrail Cheat Sheet: 
https://tutorialsdojo.com/aws-cloudtrail/ 

QUESTION 20 
A Solutions Architect needs to set up a relational database and come up with a disaster recovery plan to mitigate multi-
region failure. The solution requires a Recovery Point Objective (RPO) of 1 second and a Recovery Time Objective (RTO) 
of less than 1 minute. 
Which of the following AWS services can fulfill this requirement? 

A. Amazon Timestream
B. Amazon Aurora Global Database
C. Amazon RDS for PostgreSQL with cross-region read replicas
D. Amazon Quantum Ledger Database (Amazon QLDB)

Answer: B 
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